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1 Introduction
1.1 The aim of this guide

The aim of this guide is to provide a non-exhaustive range of techniques and measures that can address the interfering effects of the
electromagnetic (EM) disturbances that a safety-related system could experience over its complete lifecycle.

When competently selected and applied, a set of such techniques and measures will provide part of the evidence required for functional
safety arguments and for compliance with IEC 61508.

Specifically, this guide deals with achieving adequate resilience to EM interference (EMI) in any electrical and electronic hardware and
software in a safety-related system, or in any of its constituent parts, which could increase functional safety risks by more than is tolerable,
see Figure 1.
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Figure 1: This guide may be applied to complete safety-related systems, and to any/all parts of them (shown in the yellow boxes)
This guide supplements the information on dealing with EMI given in IEC 61508 and other standards or specifications containing EMC
requirements for functional safety, such as IEC TS 61000-1-2 [2], IEC 61326-3-1 [3], IEC 61326-3-2 [4] and IEC 61000-6-7 [5]. It also
supplements the information in the IET's 2008 Guide on EMC for Functional Safety [6].

This subject of this guide is called ‘EMC for Functional Safety’, which is also referred to as ‘Risk Management of EMC’.

Note that EMC for Functional Safety is only concerned with the possible functional safety consequences of EMI, and not with any effects of
EMI on non-safety-related functionality.
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1.2 The intended audience for this guide

Managers of projects that require functional safety engineering.

Practitioners of EMC design engineering.

Practitioners of Functional Safety engineering in design and/or design assessment.

Persons involved in the creation of standards, guides, textbooks, education and/or training courses on functional safety engineering.

1.3  The background to EMC for Functional Safety

All electronics and electro-mechanical technologies can suffer errors, malfunctions or failures due to EM disturbances, so it is necessary for
effective measures to be taken to improve the EMI resilience of safety-related systems over their lifecycles.

There is a rapidly increasing use of wireless communications, including within and between systems which may operate unpredictably in
close-proximity to safety-related systems or parts of them.

There is also an increasing use of high-speed and/or high-power switching devices and programmable electronics in general in many
sectors e.g. industrial, transport, consumer, information technology and communications, etc.

The EM disturbances increasingly being emitted by these technologies are making the EM environment progressively worse, in terms of their
noise levels, spectral density and bandwidth.

In practice, the magnitude and distribution of possible sources of EM disturbances are rarely known with confidence and in some cases
cannot be predicted at all. As a result, the EMI they cause in electronics or electro-mechanical technologies may cause an unacceptable
dangerous failure rate to occur during the lifecycle of a safety-related system that uses them.

Errors, malfunctions and failures caused by EMI are often transitory, leaving no tangible evidence of their occurrence, making fault
identification and evidence gathering extremely difficult. To aid fault identification special techniques and measures may be used.

Functional safety requirements must be met over the complete lifecycle, taking into account all reasonably foreseeable, worst-case:
i. errors, malfunctions and faults (whether static or intermittent);

ii. environmental conditions (shock, vibration, humidity, condensation, temperature, EM disturbances, etc.);

iii. wear, corrosion and aging;

iv. component tolerances and variability, construction and installation errors, etc.;

v. use and misuse (whether intentional or not);

vi. combinations of any/all i) - v) above.

The combination of these factors and the high level of EMC design confidence required for the achievement of functional safety over the
lifecycle make EMC testing impractically difficult, lengthy and costly as the sole means of verifying or validating the EMI resilience of a
design.

1.4  The purpose of this guide

This guide has been developed specifically to help overcome the following difficulties that have been found when attempting to apply the

existing standards and guides on EMC for Functional Safety:

a. It has been generally found to be impractical to perform anything more than a general assessment of the EM disturbances that could
possibly occur over a complete lifecycle.
These assessments are good enough for determining which of the many published EMC emissions and immunity standards for
functionality should be applied, but cannot determine what EM disturbances could occur over the lifecycle.

b. The traditional approach to dealing with the problems created by a) is to use EM mitigation techniques and measures (shielding,
filtering, surge protection, etc.) that have:
B a sufficiently high specification that they can be expected to protect what they enclose from any/all possible EM disturbances; and
B are sufficiently rugged that they can be expected not to suffer significant degradation in their protection over the complete

lifecycle; and

B both of these characteristics achieved with the degree of confidence that is necessary for the achievement of functional safety.

As the use of electronic technologies in functional safety engineering expands rapidly into more sectors (e.g. aircraft, motor vehicles,
portable or implanted medical devices, etc.), this traditional approach is found to be impractically large, heavy and costly. This is especially

the case for safety-related systems that are manufactured in high volumes.

Indeed, many improvements in safety have only been made possible by the ever-increasing processing power of modern electronics, ever-
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reducing size and weight, power consumption and cost, and this trend is accelerating in all areas of human life.

These issues make it increasingly desirable that functional safety is achieved by employing an appropriate set of EMC techniques and
measures, such as (but not limited to) those described in this guide.

Note: There is no reason why the traditional method described in (b) should not be applied in combination with EMC techniques and
measures such as those described in this guide. For example, a complete safety-related system might be constructed from items of

equipment supplied by third-parties (whether custom-designed, batch- or volume-manufactured) one or more of which use method (b)
above, with the remainder using EMC techniques and measures such as those described in this guide.

1.5 The approach taken by this guide

The approach of this guide is illustrated in Figure 2.

Compliance with EMC standards for EMC Techniques & Measures
functionality, over the complete lifecycle.
Apply additonal EMC
Apply all of the relevant standards for techniques and measures in
emissions and immunity, for the design, verification and
anticipated EM environment. validation - as necessary to
help achieve the risk-
Where a relevant standard has not been reduction required to comply
published, apply appropriate EMC with the functional safety
requirements. requirements

Overall result:

Functional Safety will not be unacceptably compromised by EMI over the
complete lifecycle

Figure 2: Overview of this guide's approach for achieving EMC for Functional Safety

The approach taken by this guide builds on the existing expertise of the EMC and Functional Safety engineering communities, as follows:
Compliance with EMC standards for functionality
Normal EMC design/testing expertise for non-safety-related functionality (e.g. to comply with the EMC Directive [71, other EMC
regulations or customer EMC specifications) for equipment or systems when first supplied to their end-user, has been well-established
worldwide for over two decades.
The EMC emissions and immunity standards that are used have been developed over the years (and are still developing) for the
purpose of ensuring adequate availability of equipment/system functionality, with different standards being developed to suit the wide
variety of generalised EM environments (e.g. domestic, commercial, light industrial, heavy industrial, military, road vehicles, railways,

etc.)

This guidance builds on the above experience, expertise, and installed base of EMC testing facilities, by recommending that the
equipment or systems comply with those same EMC standards throughout their anticipated lifecycles.

ii. The use of EMC techniques and measures

Current functional safety expertise to comply with IEC 61508 and related standards is well-established worldwide, generally using
techniques and measures that are already well understood and widely used.

These techniques and measures have been developed to detect and/or correct errors, malfunctions and faults in any of the items
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shown in Figure 1 (user controls, sensors, input transducers, signal/data communications, etc.).

Because EMI may cause errors, malfunctions or faults, the techniques and measures that have been widely used to achieve
compliance with IEC 61508 and related standards are also potentially effective at preventing EMI from causing dangerous failures.

This guidance builds on this experience and expertise by recommending:

B well-established functional safety techniques and measures that are known to be especially effective against EM;
B modifications to certain techniques and measures to make them more effective against EMI;

B a set of EMC engineering techniques and measures for all stages in design and during the lifecycle.

To improve the EMI resilience this guide recommends a number of techniques and measures.

No single EMC technique can be relied upon on its own. The functional safety designer chooses a set that ensures that, regardless of
the EM disturbance that causes the error, malfunction or failure, the overall functional safety specifications are met. The lower the level
of acceptable functional safety risk, the greater is the amount of work and documentation, and the higher is the competence required
in choosing EMC techniques and measures.

Compliance with EMC test standards cannot ensure protection against the unknown, unpredictable, unlikely or extreme EM disturbances,
or combinations of disturbances, which could possibly occur during the complete lifecycle, nor can it ensure protection against the
consequences of failures in EM mitigation and other EMI-related problems caused by faults, misuse, unanticipated physical or climatic
conditions, aging, etc.

The competent application of a set of EMC techniques and measures should provide sufficient confidence that functional safety over the
lifecycle will not be compromised by EMI, however caused.

1.6  Choosing EMC techniques and measures

This guide describes a range of EMC-related techniques and measures that are considered to be useful, where relevant, for all stages in any
functional safety project:

B Management;

Specification;

System design;

Operational design;

Implementation;

Verification and validation;

Maintenance, refurbishment, upgrade, disposal.

All projects contain these stages, whether they concern the creation of equipment for use in all or part of a safety-related system (usually
standard products manufactured in volume) or the integration or creation of a unique safety-related system.

Depending on the nature of the project, different EMC techniques and measures might be used in its various stages.

For example: If a project did not involve any software design, then no software design techniques and measures would be selected for
any of the project's stages. If there is no circuit design required, then circuit design techniques and measures are not needed.

It is important to be aware that at each phase of the lifecycle of a safety-related system, a nominated person bears overall responsibility for
the achievement of functional safety. This includes EMI and everything else that could have an effect on it, even for systems comprised
entirely of hardware and software items supplied by others.

This guide does not suggest any rigid correlation between the techniques and measures, or combinations of them, and the safety integrity
levels (SlLs) specified in IEC 61508. Instead, as is usual when complying with IEC 61508 and related standards, suitably competent persons

apply the techniques and measures as part of the overall process of achieving functional safety.

Competent functional safety designers perform risk assessments and select the techniques and measures to achieve the overall functional
safety specifications relevant to their part of an overall design.

Also as in the usual IEC 61508 type of approach, a competent independent assessor must be satisfied that the design approach and
implementation will meet the functional safety specifications.

No EMC techniques and measures, such as those described in this guide, should be assumed to guarantee 100% protection against every
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possible type of EM disturbance, combination of EM disturbances, faults or misuse that could result in EMI.

It is the functional safety designer's responsibility to choose techniques and measures that will achieve sufficient coverage of all the ways
in which EMI could occur in the hardware and software, to be able to demonstrate sufficient EMI resilience to meet the functional safety
specifications over the lifecycle.
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2 Definitions and abbreviations

‘EMC’ electromagnetic compatibility: the discipline of controlling the emissions of EM disturbances to limit the EMI they
cause; and controlling EM immunity/susceptibility so that any EMI that occurs is at or below tolerable levels for the
application concerned.

‘EUC’ the equipment under control: equipment, machinery, apparatus or plant used for manufacturing, process,
transportation, medical or other activities, including the EUC’s control systems (IEC 61508-4, definition 3.2.1,
modified).

‘Functional safety’ that part of the overall safety relating to the EUC and the EUC control system that depends on the correct

functioning of the safety-related systems and other risk reduction measures (IEC 61508-4, definition 3.1.12).

‘Lifecycle’ a period of time that starts at the concept phase of a project and finishes when all of the safety-related systems
and other risk reduction measures are no longer available for use (IEC 61508-4, definition 3.7.1, modified).

‘Safety’ freedom from unacceptable risk (ISO/IEC Guide 51:1999, definition 3.1).

‘Safety-related system’ (IEC 61508-4, definition 3.4.1) the designated system that both:
B implements the required safety functions necessary to achieve or maintain a safe state for the EUC; and
B s intended to achieve, on its own or with other safety-related systems and other risk reduction measures, the
necessary safety integrity for the required safety functions.

‘SIU safety integrity level, a discrete level (one out of a possible four), corresponding to a range of safety integrity values,
where safety integrity level 4 has the highest level of safety integrity and safety integrity level 1 has the lowest.
The target failure measures for the four safety integrity levels are specified in Tables 2 and 3 of IEC 61508-1 (IEC
61508-4, definition 3.5.8).
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3 The techniques and measures
3.1  Overview

Much of this guidance is drawn from techniques and measures in IEC 61508, since many of them are effective against the effects caused
by EMI. The particular relevance of each technique or measure to EMI is highlighted, and further techniques and measures not included in
IEC 61508 are also given.

The guidance is provided in Sections 5 through 10, with their references in Section 11. Section 12 shows the relationship between the
techniques and measures listed here, and those listed in [11.

3.2 Guidance based on classification
Each technique or measure is classified based on its relevance to detection, mitigation and importance for use relating to EMI.

An adequate combination of techniques and measures is selected, that together achieve the required risk reduction commensurate with
functional safety regarding EMI.

Detection is concerned with the effectiveness of the technique or measure to reveal the presence of an error or malfunction that could
be caused by EMI.

Mitigation is concerned with the behaviour of the safety function in response to the detected errors or malfunctions that could have
been caused by EMI.

Importance incorporates the necessity and or desirability of the Detection and/or Mitigation technique or measure with the following
attributes:

None: the technique or measure has no recommendation for or against being used in the context of EMC for Functional Safety.

Not Recommended (NR): the technique or measure is not relevant or useful in the context of EMC for Functional Safety.

Recommended (R): the technique or measure is recommended for use in the context of EMC for Functional Safety

Highly Recommended (HR): the technique or measure is highly recommended for use in the context of EMC for Functional Safety.
It should be borne in mind that just because a particular effect of EMI can be detected does not mean that its effects can always be
corrected; however the knowledge of its occurrence may be valuable in itself, for the process of verification and diagnostic use for

development and maintenance.

Where possible, the techniques and measures covered by this document are assigned as being appropriate to continuous or on-demand
safety functions.

Overview of techniques and measures related to EMC and Functional Safety
A Guidance document provided by The Institution of Engineering and Technology

www.theiet.org/factfiles




4 Project management

Aim: To avoid failures in the management, planning, selection, design, implementation, commissioning and verification of
measures for avoiding and controlling failures due to EMI.

Description:  The processes for the management, planning, selection, design, implementation, commissioning, modification and
verification of each safety function should explicitly include EM resilience measures. A competent person should have the
overall responsibility for managing the EMI resilience of the system. Appropriate expertise should be made available at all
lifecycle stages.

Detection: By independent assessment of the design against the guidance in this document, see Clause 8 of [8] for guidance on the
appropriate level of independence.

Importance:  HR for all safety integrity levels (SILs).
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5 Specification
5.1 Safety-related system design requirements specification

Aim: To produce a specification for EM resilience measures which is, as far as possible, complete, free from errors,
contradictions and is simple to verify.

Description: The system design requirements specification (SDRS) should state the selection of techniques and measures to be used
for achieving adequate EMI resilience for the intended system and its expected operational environment.

To comply with the SDRS, functional safety designers and independent safety assessors should take fully into account the

fact that EMI can cause an effectively infinite variety of:

B Any/all kinds of noisy, degraded, distorted, false, delayed, re-prioritised, overvoltage, etc. signals/data, both
intermittently and continuously;

B Any/all kinds of under/overvoltages, noises, dropouts and interruptions, lasting from less than one microsecond to
many seconds, minutes, even permanent, in one or any number of AC or DC power supplies, both intermittently and
continuously;

B Any/all kinds of waveform distortions, frequency perturbations in any number of AC power supplies, plus phase and
voltage imbalances in multi-phase supplies;

B One or more combinations of the above occurring in one, more or all, signal paths in any time relationship.

Designers and assessors should also take fully into account the fact that any combination of the above effects of EMI can
occur simultaneously, or in any other critical time relationship.
Note: This document acknowledges that in many cases the EM environment is unquantified or even unquantifiable; therefore it

is not possible to state requirements numerically (e.g. in terms of interference levels and rejection ratios).

Importance: HR for all SlLs.
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6 System design

This section describes various techniques and measures, however, more detailed techniques are listed in Sections 8.1 (for hardware) and
8.2 (for software).

6.1 Separation of safety-related system safety functions from non-safety functions

Aim:

Description:

Importance:

Note:

To separate the safety-related part of the system from non-safety related parts such that the EMI generated in the non-
safety related parts, or consequences of EMI events in the non-safety related parts, do not affect the safety-related part.

In the specification, it should be decided whether a complete or partial separation of the safety related systems and
non-safety-related systems is possible. Clear specifications should be written for the interfacing of the two parts. Possible
remaining routes for interference which could create coupling between the safety-related part and the non safety-related
parts should be identified and documented, such that appropriate techniques and measures can be implemented to
address them.

HR for all SlLs.

This technique concerns the physical separation of hardware and the connections made between hardware elements (i.e.
their interfaces).

6.2 Safety-related system design and development

Aim:

Description:

Note:

Importance:

To produce a stable design of the safety-related system in conformance with the specification.

This is where the design choices - and justifications - for the EMC techniques and measures used to comply with the
SDRS, are documented. These will typically include EMI filtering, separation, segregation, grounding and shielding,
sufficient at least to meet normal requirements for EM immunity, together with a selection of the techniques and measures
described in this document and elsewhere. See also 8.1.3.

The justification should show how the design choices fulfil the requirements described in the SDRS.

It is generally impractical to demonstrate/verify/validate that a set of EMI mitigation techniques and measures is sufficient
for any particular safety integrity level (SIL).

HR for all SlLs.
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6.3 Diverse hardware (redundancy)

Aim: To detect systematic failures during operation of the equipment under control (EUC), using multiple diverse channels.
These use diverse components and circuit designs that have different modes and rates of failure due to electromagnetic
disturbances.

Description:  Different types of components are used for the multiple diverse channels of a safety related system that uses redundant
hardware. This reduces the probability of systematic common cause errors or failures when the safety-related system
experiences electromagnetic disturbances, and increases the probability of detecting such errors and failures, surviving
them and maintaining availability.

B There are several types of diversity, for example: different physical principles, such as sensing diverse but related
physical parameters, such as temperature and pressure.

B Different digital architectures, such as using diverse processors or diverse algorithms to determine check values in
each channel.

B Different methods of physical realisation, such as using shielded cables, wireless or fibre-optic for communications.

B Spatial separation, such as having a separation of at least one-tenth of the wavelength of the disturbing EMI, e.g. Im
for 30MHz and above in air, 300mm for 100MHz and above in air, etc.

B Different circuit design principles, such as operating on a signal whose value is represented as a voltage, a current, a
frequency or a mark-space ratio.

B Functional diversity, the use of different approaches to achieve the same result, such as analogue, digital or optical
electronic technologies. Mechanical, hydraulic and pneumatic technologies have the advantage of being immune to all
EMI and may be able to be used to great benefit in some situations.

B [nversion of data/signals.

Note 1: It should be borne in mind that functionally equivalent items of hardware from the same or alternative suppliers may not
behave sufficiently differently when subjected to the same electromagnetic disturbances.

Note 2: It may be possible to suspend the operation of the safety function for a period of time until the channels agree once more,
without degrading the safety integrity. This helps maintain availability by reducing the number of times the system fails to
a safe state as the result of temporary or transient EMI, and so reduces the possibility that users will modify the system to
compromise the correct operation of the safety function (an example of foreseeable misuse).

Extending the method to three or more channels requires a voting function that is sufficiently reliable and adequately
resilient to EMI at the required level of safety. This voter must have a reliability (despite EMI) corresponding to the
improvement in confidence that is the purpose of using the multiple channels. Various techniques may be used to do this,
for example dynamic self-testing as described in this guide.

Where such voting is used it can be assumed, given sufficient confidence in the diverse behaviour of the channels as
regards EMI, that the channels that meet the requirements of the voting function are operating correctly. Whilst the voting

result is positive the system can maintain the correct operation of the EUC without any need to fail to a safe state.

In the absence of a safe state, the use of a sufficient number of redundant diverse-technology channels with a voting
function is one of the most important methods for maintaining safety integrity.

Importance: R for SILs 1 and 2, HR for SIL 3 and 4.
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6.4 Diverse software

Aim: To detect failures during operation of the EUC using diverse software components, reducing the likelihood that an EMI
event will cause an incorrect output to be created.

Description: ~ The first option for software diversity is to use two or more independent software components to implement the same safety
function, where each component is designed and coded separately and uses different areas of memory for its data (and
may use different algorithms where this is feasible).

Differences in the outputs of these components are detected by the software itself or by means of comparison or voting
logic as for hardware redundancy. The rationale for the use of diverse software components is that a memory corruption
or incorrect instruction execution caused by EMI may not affect both (all) of the diverse software components, or if it does
then the effects of the EMI will in general be different allowing the comparison or voting logic to detect the error.

The second option for software diversity is to use a diverse monitor, a software component which checks the expected
output of the main software against the actual output, to ensure safe (but not necessarily correct) behaviour.

The diverse monitor continually checks the output of the main software and prevents the system entering an unsafe state,
either by means of a separate output or by bringing the main software back to a correct state.

A diverse monitor should be simpler than the main otherwise it is equivalent to a diverse implementation. It may be helpful
to implement the diverse monitor on a separate computer to reduce the likelihood of the main software and the diverse
software monitor being affected in the same way by the same EMI event. If a separate computer is not used then the
diverse monitor must be capable of operating (and in particular recovering from EMI-induced errors) independently of the
main software, for example in a different process or task using separate memory areas.

Diverse software of both kinds may be combined with hardware diversity (using different input channels and/or processors)
to reduce further the likelihood of common cause errors due to EMI.

Note: EMI may cause software instructions or data to change, due to corruption of instruction address and/or data bus. Diverse
software may also reveal implementation errors via the discrepancy of results during operation.

Importance: R for SIL 3, HR for SIL 4.
References:  [113][114][115] and [116] describe methods of partitioning software on the same computer. Also see Annex F of [118].
6.5 System requirements and design specifications

Aim: To ensure that EMI and its effects are taken into account in the specification of the system and its software and that
techniques and measures are incorporated to ensure that the system will achieve the anticipated safety integrity.

Description: ~ The requirements and design specifications can be defined using a variety of semi-formal and formal modelling
techniques. Whichever techniques are chosen the potential effects of EMI on the hardware, and consequently the software,
need to be taken into account. Typically this might include consideration of corruption of data and program memory
content, corruption of data in transit on internal or external serial or parallel buses and their consequent effects on the safe
operation of the system.

Put more simply EMI must be considered as a hazard and its effects either eliminated, mitigated or accommodated using
techniques and measures such as those described in this guide.

Importance:  HR for all systems, especially for SIL 3 and 4.

Overview of techniques and measures related to EMC and Functional Safety
A Guidance document provided by The Institution of Engineering and Technology

www.theiet.org/factfiles




6.6 Safety-related system integration

Aim:

Description:

Detection:

Mitigation:

Importance:

To ensure that EMC is considered when separately tested parts of the system are brought together to form the complete
functional system.

Most systems are constructed from a variety of functional modules and multiple commercially-sourced products. Each

part needs to be designed and verified as being resilient to EMI, however further attention is needed when the individual
parts of the system are housed and connected, including the shared power supplies and system interconnections that may
create additional opportunities for EMI to occur.

Typical system issues might be the routing of cables (crosstalk), common cause failure due to EMI etc. The approach taken
to avoid an increase in system wide EMI vulnerability due to system integration (physical, electrical and functional) should
be documented in the safety case or an equivalent document.

By independent assessment of the design and realisation of the integration against relevant good EMC practices for
systems and installations, see Good EMC engineering practices. Clause 8 of [8] provides guidance on the independence
required according to the SIL. The use of event data recorders within the system may help to pinpoint the likely causes of
malfunction, see Fault detection and event data recording for diagnosis. Data communication error counts may provide an
indication of EMI influencing communications networks or systems.

By modification of the system.

HR for all SlLs.

6.7 Fault detection and event data recording for diagnosis

Aim:

Description:

Detection:

Mitigation:

Importance:

Increase probability of localisation of malfunctions caused by EMI.

Unless physical damage is caused by EMI, there is usually no evidence that it has occurred other than a transient
malfunction of the system. In order to improve the possibility of establishing evidence that EMI has caused a malfunction
an event data recorder (EDR) can be used.

Whenever an anomaly is detected (such as a data value out of range or a checksum failure or sequencing error) relevant
data can be recorded. This data can then be analysed statistically in real time or at some later time to detect and diagnose
trends due to sporadic failures and to propose remedial action.

Data captured by an EDR can only reflect the events and malfunctions it has been programmed to detect and record.

A routine can be called each time a malfunction is detected usually including at least the data itself and a time stamp
code. It is necessary for the resolution of the data recorded and its sample rate to be adequate for meaningful subsequent
analysis.

Analysis and diagnosis of the data can be used to look for co-related events and trends.

R for SIL 1 and 2, HR for SIL 3 and 4.

6.8 Improving the resilience of communication links

Aim/
Description:

Detection/
Mitigation:

Importance:

References:

The resilience of the system can be improved by improving the EMI resilience of its communication links such as
networks (e.g. CAN, Profibus, Ethernet...), backplanes (e.g. VME), printed circuit boards (earth planes) and even on-chip
interconnect.

Hardware and software techniques should be used, either individually or together, to improve the reliability of the link.
Suitable hardware techniques are described in this guide, but others may be used. Suitable software techniques include,
but are not limited to, 6.8.1, 6.8.2, 6.8.3.

HR for all SlLs.

[100] [101] and [102].
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6.8.1 Error detection on parallel or serial huses

Description:  Redundant data is appended to the actual data using techniques outlined in Error detection and error correction. This
enables error detection of data corruption using techniques such as parity or cyclic redundancy checking (CRC). Various
retry schemes can be used to improve the reliability of the link at the expense of system performance.

6.8.2 Error detection and correction on serial or parallel buses

Description: ~ This is a variation of the previous techniques, however the code is such that a level of error correction is possible in order
to both detect corruption and also correct for it its effects. Various error correcting code (ECC) schemes can be used to
improve the reliability of the link at the expense of reduced data rate.

6.8.3 Protection of a sequence

Description:  When there is a stream of data packets on a data bus or communications link the packets may be duplicated, corrupted or
lost during transmission possibly due to EMI.

Extra sequence codes can be appended to each packet to enable detection of lost or duplicated packets. Various
techniques in this guide can be used at the packet level, for example even just a single bit can be alternated between
packets to detect a single packet failure (omission or duplication) (for example, see [107]). More elaborate techniques are
needed to detect multiple packet failures or corruption.

Detection: Depends on the technique used for marking the sequence of the packets.

6.9 System or function state synchronisation or re-synchronisation

Aim: To improve the availability of a function or system in the event of a detected EMI-induced corruption.

Description:  The ability of a function or system to detect that it is running abnormally and then reset its own state, or the state of the
system. For example, in some processor architectures EMI can cause a processing exception due to corrupt data or the
incorrect execution of an instruction.

Detection: By any of the techniques in this guide.

Mitigation: A system design concept is needed for the credible and practical implementation of this technique. Different techniques
may be needed to resynchronise continuous and non-continuous systems. The application must be able to tolerate safely

the reset or resynchronisation.

The use of low level programming features may be necessary to implement state resynchronisation or to return the system
to a safe state.

The use of built in exception handling within the language runtime package or operating system should only be relied on if
the resulting response is deterministic and accommodated as part of the overall design.

Importance:  HR for systems intended for continuous operation, for all SILs.
R for on-demand systems, for all SlLs.

6.10 Protection of systems from persistent interference

Aim: To improve system resilience during persistent EMI.

Description:  If a system is exposed to persistent EMI to which it is susceptible then the operation of the system may be severely affect
or even halted. For example a communication link, even with a retry facility, may be so affected that no message traffic
can successfully be received. Any defence mechanism relying on reactivation of a function or retransmission of a message

might be so affected that there is effectively a ‘denial of service’, which may or may not be deliberate.

Detection: There are two main ways to detect this situation, described in 6.10.1 and 6.10.2.
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6.10.1 Monitoring retry counts

Description: A task continually monitors the retry counter values and timestamps of functions, memory checkers, communication
protocols and any other function which uses a retry or state recovery approach to improve its perceived short term
reliability. This task itself would require a timeout in order to be effective, preferably based on an independent hardware
watchdog timer.

Importance:  HR for systems intended for continuous operation, for all SlLs.
R for on-demand systems, for all SlLs.
6.10.2 Independent detection of EM disturbance
Description: ~ An independent detector or detectors can be used to detect EM disturbances.

Mitigation: This technique may be used in a variety of different ways, for example:
a. To help manage the external conducted and/or radiated EM environment over the lifecycle, for example by displaying
or sounding a warning — or initiating other actions according to the safety case - if the equipment starts to experience
levels of EM disturbance in excess of the level of immunity the equipment was designed to withstand.

It could, for example, warn of the use of equipment using high RF power, such as a diathermic heater, in too-close
proximity. This technique has been used in hospitals, to help enforce their ‘no cellphones’ policies by sounding a
warning, and could be helpful in enforcing the walkie-talkie example in 7.4.

b. By detecting a failure of electrostatic control measures (e.g. humidity control, static floor re-treatments, etc.), that
could expose equipment to higher levels of electrostatic discharge (ESD) than it was designed to be able to cope with.

(The usual maximum ESD test level in immunity standards is +£8kV, but levels of +25kV have been seen under
reasonably foreseeable circumstances during reduced atmospheric humidity, and the automobile industry has tested
to such levels for decades.)

c. By making sure that certain sensor or transducer readings were ignored, or certain circuits were reset, for the duration
of an excessive disturbance. This is a well-established technique for preventing intentional interference with machines
that can pay out money, for example gambling machines, change machines, automatic teller machines (ATMs), etc.
(A typical tool used for such intentional EMI (IEMI) is the cattle prod, which generates impulses of around 35kV.)

It has also been used with some very sensitive medical diagnostic instruments to warn when their results should be
ignored because the EM environment was noisier than they were designed to cope with (sometimes at quite low levels,
such as > 1V/m).

d. By recording data on the occurrence of certain types and/or levels of EM disturbances in an EDR (see 6.7) to help
diagnose the causes of failures, after the fact.

e. By monitoring the internal EM environment of equipment that relies on external shielding and filtering and surge
protection so that if any of them should degrade, and if that degradation permits higher-then-acceptable levels of EM
disturbance to enter the equipment, then action in accordance with the safety case can be initiated. This could be
helpful in enforcing Modification protection, so that, for example, if someone uses an incorrect type of shielded cable,
or does not terminate it correctly, an alarm is sounded.

Importance:  Importance: R for all SlLs.
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6.11 Protection of systems from tampering (e.g. wipe EMI log)

Aim:

Description:

Detection:

Mitigation:

Importance:

To conserve the integrity of the system.

Many systems are connected to the internet and as such are vulnerable to hacking attacks, virus infestation, Trojan
attacks, spoofing (imitation of identity), and denial of service attacks.

The offensive techniques can be used to access, change or delete electronic data recorder (EDR) records and to change
programs to make them more vulnerable to EMI. If the EDR log media is physically removable then the records of its
removal and replacement should be stored in non-volatile memory which is built permanently into the system. In the event

of the EMI log being tampered with this record can be consulted.

Some EDR logs are built into the system and accessed interactively via a port. In this case it is necessary to restrict access
to read-only so that the EDR data cannot be altered or deleted, thus destroying possible evidence.

EDR data may be encrypted to make tampering harder and alteration easier to detect.
Typically a firewall is used to prevent attack and thus enable protection of the EMI log.
For EDRs that are built in, the removal and replacement record can be consulted.
Use of a firewall.

R for all SILs

6.12 System support for EMI-induced malfunctions

Aim:

Description:

Detection/
Mitigation:

Importance:

Reference:

To prevent EMI from degrading the safety integrity of the safety-related system.
During the operation of a system EMI may cause hardware malfunction in the form of corruption of data in memories and
signals on data, address and control bus lines and interfaces. This in turn can cause software to malfunction and hence

the system to malfunction, possibly presenting a system safety hazard.

Techniques and measures should be applied accordingly bearing in mind the nature and severity of the anticipated EMI
and the perceived susceptibility of the system to it.

Some technigues and measures are listed in section Implementation, or alternatives may be used if justification is provided
in the safety case.

HR for all SlLs.

[101] and [107].
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7 Operational design
7.1  Operation and maintenance instructions

Aim: To develop procedures which help to avoid EMI-induced failures during the operation and maintenance of the safety-
related system.

Description:  This is where the operation and maintenance requirements - and their justifications - for the EMC techniques and methods
used to comply with the SDRS are documented, also see Clause 7.6 of [119].

The operation instructions may include, for example:

B Restrictions on the use of potentially interfering equipment in the vicinity of the safety system (e.g. mobile phones,
portable equipment, welding equipment etc.)

W Restrictions on the removal of access panels where these contribute to EMI protection.

B For portable safety-related equipment, restrictions on the type of EM environment in which the equipment is intended
to be used.

B Restrictions in the way the safety-related equipment may be used, for example where the equipment is user-
configurable, where this may affect EMI protection.

B Requirements for recording and reporting system upsets, system restarts, safe failures, trips to safe state etc.,
especially where the cause is not obvious and may be due to an EMI event. (Recording and assessing system trips is
an important contributor to reliability growth in general, and it could be the only indication that the EM protection is
not operating as intended.)

The maintenance instructions may include, for example:

B Inspection of EMI physical protection measures, such as access panel/door gaskets for deterioration or corrosion of
mating surfaces.

B Recommendations on the inspection and maintenance intervals necessary to maintain EMI physical defences.

B Any lifetime restrictions due to the anticipated degradation of EMI physical protection measures e.g. due to corrosion

B Procedures to be followed to verify the continued effectiveness of physical protection measure after an unusual EMI
event, such as a major power surge, nearby lightning strike, etc.

Detection: By independent assessment of the relevant documents against the guidance in this document, see Clause 8 of [8] for
guidance on the appropriate level of independence.

Mitigation: By correction of the relevant documents.
Importance:  HR for all SlLs.

Note: Experience indicates that operation and maintenance instructions should only be expected to achieve a risk reduction
factor of no more than 2.

7.2 Design for ease of EMC maintenance

The design should make it easy to monitor the condition/performance of, and replace if necessary, EMI mitigation items such as filters,
surge suppressors, conductive gaskets, etc., which may have a limited operational life.
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7.3 Limited operation possibilities

Aim: EMI can affect operator controls, creating the same effect as an unskilled or even malicious operator. This technique is to
avoid operation in unwanted or unnecessary modes.

Description: ~ This approach reduces the operation possibilities, and therefore the possibilities for EMI to cause failures, by limiting, for
example:
B the operation within special operating modes, for example by key switches;
B the number of operating elements;
B the number of generally possible operating modes.

The hardware and/or software design techniques used for limiting the possibilities for operation should comply with the
requirements of this document.

Detection: Competent independent assessment of the hardware and/or software design techniques used for limiting the possibilities
for operation.

Mitigation: By modification of the design, using methods that comply with the requirements of this document.

Importance:  HR for all SlLs.

7.4 Protection against operator mistakes

Aim: To protect the system against operator mistakes.

Description: ~ Wrong inputs (value, time, etc.) should be detected via plausibility checks, monitoring of the EUC, or other methods. To
integrate these facilities into the design, it is necessary to state at a very early stage which inputs are possible and which
are permissible.

An operator mistake should not result in dangerous failure. For example, using a walkie-talkie or cellphone closer than
is permitted, or the failure to correctly close a shielding door, or to refit a shielding inspection panel, could prevent the
attainment of a safe state (see Independent detection of EM disturbance). Such foreseeable misuse should never be

permitted to compromise functional safety.

Detection: Competent independent assessment of the hardware and/or software design techniques used for the protection against
operator mistakes.

Mitigation: By modification of the design, using methods that comply with the requirements of this document.

Importance:  HR for all SlLs.

7.5 Modification protection

Aim: To protect the safety-related system against hardware or software modifications or manipulations by technical means.

Description:  Modifications or manipulations are detected automatically, for example by plausibility checks for the sensor signals,
detection by the technical process, automatic start-up tests. If a modification is detected, appropriate action is taken in
accordance with the safety case.

(6.10.2 describes one way of detecting modifications that could degrade EM mitigation.)

Dectection: Competent independent assessment of the hardware and/or software design techniques used for detecting modifications
or manipulations.

Mitigation: By modification of the design, using methods that comply with the requirements of this document.

Importance:  HR for all SlLs.

Note: Modifications should be subject to a change control procedure and should not compromise functional safety.
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8 Implementation
When the design is implemented the functionality may sometimes be realized either in hardware or software.

In the subsections below techniques and measures are classified as either hardware or software based, please bear in mind that some
techniques and measures may have equivalent representations in either hardware or software.

8.1 Error avoidance

This section describes various detailed techniques and measures. Additional systematic techniques and measures are listed in Section
System design.
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8.1.1 Compliance with relevant EMC standards over the lifecycle

Aims: i.  To help ensure that EM emissions do not exceed levels which are likely to affect other equipment, over the lifecycle.
This is achieved by applying the emissions tests considered appropriate for both the intended application and the
expected EM environment(s).

i.  To help ensure that the reasonably foreseeable normal operating EM environment does not cause sufficient EMI to
activate any safe failure modes, ensuring adequate availability over the lifecycle.
This is achieved by using the immunity tests considered appropriate for both the intended application and the expected
EM environment(s).

Description: Tests selected from the IEC 61000-4 series of EMC immunity test methods should be used unless other tests are more
appropriate. Where a customer contractual EMC immunity test is equivalent to a selected test, or exceeds its requirements, it
should replace that selected test.

Example 1: A safety-related system in an industrial plant located near to an airport or harbour might apply IEC 61000-
6-4 and IEC 61000-6-2 (the generic standards for emissions and immunity for the heavy industrial environment) and
also need to be tested for immunity to the various radars it will be exposed to by applying tests using the IEC 61000-
4-3 method modified to simulate their levels, frequencies, modulations, pulse repetition rates, etc. — as well as to IEC
61000-6-2 (the generic immunity standard for the heavy industrial environment).

Example 2: Most safety-related systems will be exposed to close-proximity mobile telephones, radio-frequency
identification (RFID), and/or machine-to-machine (M2M) transmitters, and so their immunity should be tested
accordingly, see [81], in addition to the other EMC immunity tests that have been selected.

See the introduction (and Section 0.7 in [6]) for a discussion of the fact that no practicable immunity testing plan can, on
its own, demonstrate sufficient confidence that EMI will not cause unacceptable degradation of functional safety over the
lifecycle.

Detection: A test plan should be devised by persons who are competent in applying the selected EMC tests, and testing should be
carried out according to the plan.

The tests should preferably be applied to the complete safety-related system, in its final configuration in its intended
application, running a typical application program.

Where this is not practicable the standard tests should be applied at the highest practicable level of assembly of the safety-
related system or subsystems and the likely limitations and consequences of the partial testing documented. In addition,
in-situ EMC testing should be carried out where practicable, using the methodology described in [53].

The immunity tests should show that the system is unaffected at the applied test levels (i.e. their good EMC design, plus
filtering, shielding, etc. is adequately rejecting the interference).

The safety functions should not operate during these tests (unless this is adequately addressed in the safety case).
The results of the testing according to the plan should be documented and assessed against the SDRS. Unexpected or
anomalous behaviour should be investigated and the underlying causes corrected.

The tests should be carried out in a manner that provides sufficient confidence that compliance with them will be maintained
over the complete lifecycle.

For example: Some manufacturers take equipment that complies with its usual EMC emissions and immunity test
standards, artificially age it using well-established acceleration techniques, then retest the aged units to check that they
still comply with those EMC standards.

Another approach, sometimes used in large installations or costly military vehicles, is to inspect and/or test all of the EM
mitigation measures at regular intervals during their lifecycles, refurbishing or replacing anything that is found to have
degraded significantly or is close to its individual, planned, end-of-life.

Mitigation: By competently modifying the design using good engineering practices (see Good EMC engineering practices) until the test
requirements are met in a manner that indicates they will be maintained over the lifecycle.

Importance: HR for all SILs (as described in the introduction, Section Introduction of this guide, see especially Figure 2).

References: [50][51][53] [54] and [57] to [81].

Overview of techniques and measures related to EMC and Functional Safety
A Guidance document provided by The Institution of Engineering and Technology

www.theiet.org/factfiles




8.1.2 Protection against physically damaging EM disturbances

Aim:

Description:

Detection:

Mitigation:

Importance:

Note:

To achieve functional safety despite extreme EM disturbances that can cause permanent damage to hardware (electronic
components, interconnections, etc.), where such protection is considered necessary (as it usually is for national
infrastructure, for example).

Lightning, electromagnetic pulses and other high power disturbances are examples of the types of extreme EM
disturbances considered (see [52] [83] [84] [85] and [86]).

These are very powerful EM disturbances that could cause physical damage that might inhibit the operation of a safety
function.

By performing appropriate tests, such as:
i.  for high-power EM: [66] [71] [75] [80] [82] [87] [88] [89] [90] [91] [92] [93] and [98];
ii. for lightning: [60] [63] [64] [66] [71] [82] [94] [95] [96] and [97].

Where it is considered necessary to cope with the occurrence of one or more such extreme EM disturbances over the
lifecycle, appropriate mitigation should be applied, as described in [22] [24] [41] [42] [43] [44] [45] and/or [46], to pass
the relevant tests.

Alternatively, the safety-related system should default to a non-electrical backup system.

A ‘non-electrical backup system’ is one based on mechanical, hydraulic and/or pneumatic technologies alone (i.e. with no
electrical or electronic control).

HR for all SILs where it is considered necessary to cope with the occurrence of one or more such extreme EM disturbances
over the lifecycle.

The military and defence sectors have their own sets of standards for these high-power EM disturbances, not covered in
this guide.

8.1.3 Good EMC engineering practices

Aim:

Description:

Detection:

Mitigation:

Importance:

References:

To use accepted EMC engineering practices to provide a first line of defence against EMI.

Well-proven and widely-accepted EMC engineering design practices are applied at every level of design as appropriate,
including (but not limited to):

W Partitioning printed circuit boards (PCBs), units/modules/subassemblies/products, systems, installations, networks,
etc. into different electromagnetic zones (EM zones), and also into lightning protection zones (usually the same
zones), segregated by physical space and/or other EM mitigation techniques.

Circuit (schematic) design within each EM zone

Choice of electronic, electromechanical and electrical components within each EM zone

Communications design (within and between EM zones)

PCB design and layout (often incorporates several EM zones)

Power converter design e.g. AC-DC, DC-DC, DC-AC, AC-AC (generally located at EM zone boundaries)

Enclosure design for units/modules/subassemblies and products (could incorporate several EM zones)

EMI mitigation techniques such as filtering, shielding, galvanic isolation, surge and transient suppression, etc.
(generally located at EM zone boundaries)

System design (generally incorporates several EM zones)

B |nstallation and network design (always incorporate several EM zones)

By assessment of the design by persons competent in the relevant EMC design issues.

By competent correction of the design, where required.

HR for all SlLs.

i.  For circuits, units, modules, subassemblies, products, etc. [10] [11]1[12] [13]1[14] [15] and [16].

ii. For cabinets, systems, installations, networks, etc. [20] to [40].
ii. The EM zone technique is described in [24] and in guides based upon it: [21] [22] and [23].
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8.1.4 Use fibre-optic cables for signals and data
Aim: Avoid the effects of EMI by using communications media which are intrinsically immune.

Description:  Optical fibres in themselves are unaffected by all EMI (although they require protection from the thermal effects of lightning
strikes, if exposed to them) and with suitable environmental protection can be used in all applications, including the most
arduous.

Optical fibres and their electronic interfaces (transmitters and receivers) are available in a wide range of types (and costs)
to carry analogue signals from DC up to several GHz, and data at up to hundreds of gigabytes per second.

Optical fibre transmitters and receivers are affected by EMI, and so need to employ the design techniques of Good EMC
engineering practices above - but they are very small, making it much easier and less costly than applying the necessary
EMI protection techniques to metal cables carrying signals, data or control.

Importance: R for SIL 1 to 3, HR for SIL4.
8.1.5 Defensive programming

Aim: To produce programs in such a way that they will detect anomalous control flow, data flow or data values that may have
been caused by EMI during their execution and to react in a predetermined and acceptable manner.

Description: ~ Many techniques can be used during programming to detect and control the anomalies induced by EMI induced
corruption, see the references.

Various techniques described in Sections Specification to Power hold-up in this guide can be used at the hardware level to
implement an acceptable hardware/software solution.

Detection/ The principal defensive mechanisms are listed in 8.1.5.1 and 8.1.5.2.
Mitigation:

References: ~ [100] [101] [102] and [104].
8.1.5.1 Strong data typing

Detection: The programming language provides a means of assigning a data type to a data variable to define the range (or set) of
values that it is intended to contain. Whenever values are assigned to the variable, either at compile time (constant values)
or at runtime (constant or modified values) then a check is made that the new data value is within the range of values
specified by the type of the variable.

This is valuable for EMI detection as the value of the original variable may have been corrupted by an EMI event.

The program might well be correct but the result of an assignment might be ‘out of range’ and cause the program to
malfunction. In any case all variables should be initialised explicitly to an acceptable value so that out of range errors are
not caused by the arbitrary value in a memory when power is first applied.

Mitigation: If the language’s run-time package supports range checking, then that can be used (bearing in mind the loss of
performance and increased size of program). If there is no automatic run-time range checking, then explicit tests should
be designed into the program.

Importance: R for SIL 1 and 2, HR for SIL 3 and 4.

References:  [100] [102] and [104].
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8.1.5.2 Sequence checking

Detection: Sequence checking is a powerful technique for ensuring that a stream of data packets is in the correct order and that
there is no duplication and there are no omissions. Sequence checking can be used for data and also for program state
e.g. using finite state machines or Petri nets. The program contains intermediate points where the expected state of the

program, i.e. the values of data or status variables, are checked for credibility.

Mitigation: Various techniques described in this guide and others, can be used at the hardware level to implement an acceptable
solution.

Transmission protocols at the packet level can be used to improve the effective quality and reliability of the link.

If the program is detected as being out of sequence then this fact can be logged and then, if appropriate, a recovery
attempted so that processing can continue from a known valid state.

Importance:  HR for systems intended for continuous operation and especially for SIL 3 and 4.
R for on-demand systems, for all SlLs.

References:  [102] [104] and [107].

8.1.6 Limited use of memory address pointer variables

Aim: Reduce impact of memory corruption due to EMI.

Description: A pointer is a variable with a value that is an address of data in memory. If the pointer variable is corrupted by EMI then
the impact on the behaviour of the program is likely to be unpredictable. For example the corrupted pointer may either
be pointing at some data, the program subroutine stack, the heap, or even the program itself, and consequently any write
operation will corrupt the system.

Detection: At compile time a static analysis program may be used to flag up any use of pointers.

Mitigation: A set of programming guidelines would normally prohibit the explicit use of pointers, unless this is essential from an
algorithmic viewpoint and its use can be clearly justified in the safety case.

When the program is being compiled a static analysis tool can be used to detect the use of pointers and raise an alert.
If the processor architecture allows memory address ranges to have protected access then this feature can be used to
ensure that only the intended memory partitions are accessible in each context. This also would make available the means

for detecting an access violation, however it would not detect data content corruption within accessible address ranges.

Partitioned ranges of memory and/or a memory management unit can be used to detect violations and provide some
measure of protection, see 8.2.1.3.

Importance:  HR for systems intended for continuous operation, especially for SIL 3 and 4.

R for on-demand systems, for all SlLs.
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8.1.7 Avoid use of recursion

Aim: To reduce the impact of corruption of program execution due to EMI.

Description: ~ Recursion is the act of a program calling or referencing a part of itself, either directly or indirectly.
It is more susceptible to the effects of EMI-induced corruption as the nested chain of calls is held as a linked list on the
stack, in effect potentially a very large list of pointers which increases susceptibility to EMI. It should only be used with the
greatest caution in safety-related software.

Detection: At compile time a static analysis program may be used to find instances of recursion in the program source text.

Mitigation: Programming guidelines would normally prohibit the use of recursion unless its use is clearly justified in the safety case.
This would require a rigorous argument or proof regarding the maximum depth of recursion that would be experienced

during operation, and the amount of memory that would be required to support this at runtime.

Every algorithm that can be expressed using recursion also has an equivalent using an iterative looping construct. In
general the latter should be the preferred solution.

Importance:  HR for all SlLs.
8.2 Error detection and error correction

This section describes various detailed techniques and measures, additional systematic techniques and measures are in section System
design. The following techniques are not exhaustive, other techniques and measures may be used provided evidence is produced in
support.

Not all of the following techniques and measures need be used, but sufficient should be used appropriate to the system’s complexity and
application, taking into account the fact that EMI can cause a nearly infinite variety of noisy, degraded, distorted, delayed, altered-priority,
etc., signals on one or more of the system’s ports simultaneously, and under/over voltages, intermittency and noise on some or all power
supplies.

8.2.1 Invariable memory (ROM)

Global The detection of information modifications in the invariable memory (ROM, or program memory).
objective:

8.2.1.1 Signature of a word or block of data

Aim: To detect all one-bit failures and all multi-bit failures within a word of data, as well as a high proportion of all possible bit
failures in a block, depending on the strength of the CRC (typically 8, 16 or 32 bit).

Description: ~ This procedure calculates a signature using a cyclic redundancy check (CRC) algorithm. The extended signature is stored,
recalculated and compared as in the single-word case. A failure is indicated if there is a difference between the stored and

recalculated signatures.

Detection/ When an error is detected, apply a response defined by the safety case.
Mitigation:

Importance R for SIL 1 and 2, HR for SIL 3 and 4.
Note: Modified checksums are insufficiently rigorous to be of any significant assistance against EMI.

References:  [108]to [112]
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8.2.1.2 Block replication (for example double (redundant) ROM with comparison)

Aim:

Description:

Detection:

Mitigation:

Importance:

Note:

To detect all bit failures.

The address space is duplicated in two memories, which ideally should be physically separate. The data is stored inversely
in one of the two memories and inverted again to be compared with the other copy.

The inversion of the data in one memory makes this technique much more effective against common-cause errors,
malfunctions or failures including the typical effects of EMI.

The outputs are compared and a failure indication is produced if a difference is detected.

Repeat the memory read as many times as necessary without unacceptably degrading the safety integrity. If the failure
clears, continue operation as usual, in any case the fault should be recorded if a log is available, see Fault detection
and event data recording for diagnosis. If during the time available the failure does not disappear, apply an appropriate
response defined by the safety case.

HR for all SILs, a powerful technique that should be used wherever practicable.

The use of diverse types of memory can improve the effectiveness of this technique.

8.2.1.3 Memory houndary protection

Aim:

Description:

Detection:

Mitigation:
Importance:

References:

Memory boundary protection, by preventing incorrect memory areas from being used.

Runtime plausibility checking of use of a memory segmented into partitions. Statically defined and protected address
ranges are used for the following:

B Program

Stack

Statically-allocated variables

Heap (dynamically allocated variables)

Inputs

Outputs

This technique simply prevents incorrect memory areas from being used, for example, by the effects of interference on the
address bus.

If the mechanism used to manage memory accesses can detect out of range addressing violations then they could be
logged to support testing and diagnosis of system malfunction.

Upon detection, apply an appropriate response defined by the safety case.
R for SIL 1 and 2, HR for SIL 3 and 4.

[113][114]1[115] and [116].
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8.2.2 Redundancy with duplication and/or diversity

Aim: To enhance resilience to EMI.

Description: ~ The system may be replicated using one or more processors and/or buses. Each system independently determines the
next action to be taken and their results are compared before the action is sanctioned. Various schemes can be used, for

example 2 channels, 3 channels, one channel per processor or multiple channels per processor.

Hardware diversity (see 6.3) and/or software diversity (see 6.4) will improve resilience to the common-cause errors,
malfunctions or failures typical of EMI.

Where duplicate or triplicate channels are used without hardware diversity, with or without software diversity, the
effectiveness of this technique against common cause errors can be increased by ensuring that the channels are
desynchronised, or if synchronous are kept out of step with one another. This makes it less likely that EMI will affect all the

channels in the same way.

When multiple channels are implemented on physically separate processors the resilience will be enhanced if the power
supplies are isolated and the interconnections are properly protected against EMI.

Detection: The result of comparing the sets of signals must be acceptable for safety in the current context.

The comparator (the circuit used to compare channels and detect errors) is a weak point and so must be designed to have
considerably greater resilience to EMI for this technique to be effective.

Mitigation: Upon detection of an anomaly apply an appropriate response defined by the safety case.
Importance:  HR for systems intended for continuous operation, especially for SIL 3 and 4.
R for all other systems for SIL 1, 2 and 3, HR for SIL 4.

Note: To increase the effectiveness of this technique against the common-cause errors, malfunctions or failures typical of EMI)
diverse encoding of data and or programs may be used, see 6.4.

8.2.3 Transmission redundancy (time-based)

Aim: To detect transient failures in bus and/or interface communication.

Description: ~ The information is transferred several times in sequence. The repetition is effective only against transient failures.
Detection: Each instance of the information is stored as it is received and then the instances are compared.

Mitigation: If the instances do not agree, upon detection, apply an appropriate response defined by the safety case.
Importance: R for SIL 1 and 2, HR for SIL 3 and 4.

Note: Requires at least one complete repetition in one cycle time of the process.

References:  [100] [102] [104] [107] and [109]

8.2.4 Variable (RAM) memory ranges

Global Detecting failures during addressing, writing, storing and reading.
objective:
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8.2.4.1 Memory test patterns

Aim:

Description:

Dectection:

Mitigation:

Importance:

Note:

To detect malfunctions in the storage and retrieval of data in memory.

A number of different test patterns can be used to write data to memory and to read it back for checking. These tests are
designed to verify that each memory cell is functional at the bit level and that the memory addressing is faithful.

The technique is useful for detecting manufacturing faults, random failures, and damage caused by electrostatic
discharges. In general it cannot detect soft errors caused by radiation-induced errors.

The appropriate pattern and technique depends on the characteristics of the memory technology. Typical examples of test
patterns are known as checkerboard (march), walkpath, galpat, transparent galpat, and abraham.

The test pattern may be repeated as many times as necessary without unacceptably degrading the safety integrity. If the
failure persists, apply an appropriate response defined by the safety case.

R for SIL 1 and 2, HR for SIL 3 and 4.

If this technique is used as a background test during run time, it must not interfere with the operation of the safety
function. It is essential that the memory content after each test is left identical to its content before that test.

8.2.4.2 One-bit redundancy

Aim:
Description:
Detection:
Mitigation:

Importance:

To detect 50% of all possible bit failures in a memory location, bus or I/O register.

Every data word is extended by a single bit, the parity bit.

The parity of the data word is checked each time it is read. If invalid parity is detected then a failure action is activated.
Upon detection, apply an appropriate response defined by the safety case.

R for all SlLs.

8.2.4.3 Double (redundant) RAM with comparison and read/write test

Aim:

Description:

Detection:

Mitigation:

Importance:
Note 1:

Note 2:

To detect all bit failures.

The address space is duplicated in two memories, which ideally should be physically separate. The data is stored inversely
in one of the two memories and inverted again to be compared with the other copy.

The inversion of the data in one memory makes this technique much more effective against common-cause errors,
malfunctions or failures including the typical effects of EMI.

The outputs are compared and a failure indication is produced if a difference is detected.

Repeat the memory read as many times as necessary without unacceptably degrading the safety integrity. If the failure
clears, continue operation as usual. If during the time available the failure does not disappear, apply an appropriate
response defined by the safety case.

HR for all SlLs.

A powerful technigue that should be used wherever practicable.

The use of diverse memory devices (see Diverse hardware (redundancy)) can improve the effectiveness of this technique
as regards EMI.
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8.2.5 ROM, RAM, bus and interface monitoring with error-detection codes (EDC) or error-correction codes (ECC)
Aim: To detect one or more bit failures in a word.

Description: ~ The memory, or the content of an interface data stream, is extended by one or more bits. Data code protection provides
for dataflow-dependent failure detection, based on information redundancy (e.g. CRC or Hamming codes) and/or time

redundancy.

Detection: Every time data is handled, either hardware or software can determine whether a corruption has taken place by checking
the additional bits. The number of additional bits establishes the number of bit errors in the data word that can be
detected.

Mitigation: If a difference is found, corrective action can be taken (or a failure indication produced). Correction of the data can be

used to maintain the correct operation of the safety function.
Importance: R for SIL 1 and 2, HR for SIL 3 and 4.
Note: The strength of the technique used should be justified in the safety case.
References:  [110][111]and [112].
8.2.6 Logic and data processing units
Global To recognise failures which lead to incorrect results in processing units.
objective:
All the techniques and measures listed in this clause are concerned with detecting failures in the processing units and soft
failures (bit flips) in memories and registers, and so are useful for detecting damage caused by lightning (or other) surges
and electrostatic discharges, and soft failures such as those caused by ionising radiation etc.
8.2.6.1 Self-test by software
Description:  Standard processing unit hardware with additional software functions running self-tests.
Detection: Can detect some failures but coverage is low.
Self-test may also be affected by the failure.
Mitigation: May require additional monitoring circuitry to achieve a safe state on failure.
Importance: ~ NR for all SlLs.

8.2.6.2 Self-test supported by hardware (one-channel)

Description:  Additional special hardware supports self-test functions, for example it monitors the output of a certain bit pattern. (This is
essentially a sophisticated watchdog.)

Detection: Coverage depends on the extent of the software functions generating the bit pattern. Used for detecting disruption of
program execution.

Mitigation: The additional hardware can drive the system to a safe state and/or restart if it is safe to do so.
Importance:  HR for all SlLs.
8.2.6.3 Coded processing (one-channel)

Description: ~ Processing unit designed with special failure-recognising or failure-correcting circuit techniques.

Detection/ When used, the benefits to EMI resilience should be assessed for the particular implementation, and the analysis recorded
Mitigation/ in the safety case.
Importance:
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8.2.6.4 Reciprocal comparison by software

Description: ~ Two processing units exchange data (results, intermediate results, and test data) and cross-check using software in each
unit. Detected differences indicate a failure.

Detection: Coverage of data discrepancies is high and detection can be fast. Excellent against hard failures and can be good against
soft and transient failures too.

Mitigation: If the diagnostic test interval is short compared to the process safety time, a restart may be possible while keeping the
process running. If the failed unit can be identified, continued operation with the healthy unit may be possible. Otherwise,

the safety function must achieve a safe state.

Importance:  HR for all SlLs.

Note: The use of hardware and/or software diversity can greatly improve coverage of common-cause errors, malfunctions and
failures, for example those typical of EMI. See Diverse hardware (redundancy) and Diverse software for descriptions of
hardware and software diversity, respectively.

8.2.7 Electrical and electromechanical components

Aim: To control failures in electromechanical components, such as relays, actuators, magnetic logic devices etc.

Description:  Electromechanical components are generally less susceptible to EMI-induced failure than electronic components as the
operating signal levels are usually much higher.

Direct failures due to gross overload causing contact welding or coil burnout are possible in some applications. More
generally, EMI to circuits controlling electromechanical devices may cause failures due to chatter (unintended repeated
operation causing wear out), paralysis (device stuck) or generation of EMI via arcing or sparking.

Detection: Electromechanical components may be monitored as part of loop, e.g. by relay contact monitoring, by actuator position
monitoring, or by the effects on the EUC (on-line monitoring). Care should be taken that such monitoring will detect chatter
(especially in relays) or partial operation in actuators.
The use of diverse technologies (see Diverse hardware (redundancy)) is recommended when performing parallel functions.

Mitigation: Burn-out or paralysis failures should be designed to achieve a safe state.

Multi-channel systems may be able to tolerate a single-channel failure but the likelihood of common mode failures must be
considered. Examples are suppression of arcing and proper termination of inductive loads to avoid induced spikes.

Importance:  HR for all SlLs.
8.2.8 Electronic components

Global To control failures in solid-state components.
objective:

8.2.8.1 Tests by redundant hardware
Aim: The use of additional hardware to monitor the operation of the safety function.
Description: ~ Redundant hardware can be used to test safety functions (Diagnostic testing implemented by additional hardware.)

Detection: Good at detecting failed states but may be poor at detecting transient failures. Coverage depends on the rate of test
compared to the process safety time.

Mitigation: Effectiveness depends on diagnostic coverage and diagnostic test interval compared to the process safety time.
Importance: R for all SlLs.
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8.2.8.2 Dynamic principles

Aim:
Description:
Detection/
Mitigation:

Importance:

To detect static failures by dynamic signal processing.

A forced change of otherwise static signals helps to detect static failures. For example, alternating voltage signals are less
vulnerable to stuck-at faults than static (direct voltage) signals.

Good at detecting failed states but poor at detecting transient failures.

R for all SILs.

8.2.8.3 Standard test access port and boundary-scan architecture

Aim:
Description:
Detection:/
Mitigation
Importance:

Note:

To control and observe what happens at each pin of an IC.

A designed-in IC self-test technique. Additional logic between the 1/0 buffers and the core logic allows testing of the core
logic.

If available, its effectiveness against EMI should be determined taking into account the particular design features, and the
analysis recorded in the safety case.

R for all SILs.

Additional complexity within the IC may make it more susceptible to EMI.

8.2.8.4 Monitored redundancy

Aim:

Description

Detection:

Mitigation:

Importance:

Note:

To compare the behaviour of two or more channels in a multi-channel system.

The safety function is executed by at least two hardware channels. The outputs of these channels are monitored and a safe
condition is initiated if the output states differ.

Effective against static and transient failures, provided the monitoring system is not itself prone to EMI.

Transition to the safe state. With more than two channels and a voting function, isolation of the faulty channel and
continued operation may be possible, see 6.3.

R for SIL 1 and 2, HR for SIL 3 and 4.

Using hardware and/or software diversity (see Diverse hardware (redundancy), Diverse software and Redundancy with
duplication and/or diversity) provides for better coverage of common-cause errors, malfunctions and failures typical of EMI.

8.2.8.5 Hardware with automatic self-test

Aim:
Description:

Detection/
Mitigation:

Importance:

To detect faults by periodic checking of the safety functions using automatic self-tests.
The hardware self-tests repeatedly at suitable intervals.

Will only detect failed states, not transient failures.

R for all SlLs.
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8.2.8.6 Analogue signal monitoring
Aim: To improve confidence in measured signals.

Description: ~ Analogue signals are used in preference to digital on/off states. Trip or safe states are represented by analogue signal
levels, which can be continuously monitored for credibility.

Detection: Can be effective against EMI, especially if unusual signal excursions are logged and investigated.
Mitigation: Information from logs of unusual signal excursions can be used to improve long term resilience to EMI.
Importance: HR for signals between devices, for all SlLs.

8.2.8.7 Content credibility checking

Aim: To use known relationships within a dataset to detect corruption due to EMI.

Descripton/  The concept of data type can be extended to a collection of variables, typically a list, array or record structure. Various
Detection: checking schemes can be used to enable detection of corruption, for example checksums or CRCs.

Various techniques described in this section can be used at the hardware level to implement an acceptable solution.
Mitigation: Upon detection of an anomaly apply an appropriate response defined by the safety case.
Importance: HR for systems intended for continuous operation, especially for SIL 3 and 4.
R for on-demand systems, for all SlLs.
8.2.9 Temporal and logical program sequence monitoring
Global To detect a defective program sequence. A defective program sequence exists if the individual elements of a program (for
objective: example software modules, subprograms or commands) are processed in the wrong sequence or period of time, or if the
clock of the processor is faulty.

8.2.9.1 Watch-dog with separate time base without time-window

Aim: To monitor the behaviour and the plausibility of the program sequence, to detect divergence from intended program
execution sequence and timing.

Description:  External timing elements with a separate time base (for example watch-dog timers) are periodically triggered to monitor the
computer’s behaviour and the plausibility of the program sequence. It is important that the triggering points are correctly
placed in the program.

The watch-dog is not triggered at a fixed period, but a maximum interval is specified.

The watch-dog(s) should use techniques or measures that comply with this guide.

Detection: When the program fails to trigger any watchdog (there could be several, monitoring different points in the program’s
execution sequence), a failure is indicated.

Mitigation: Upon detection, apply an appropriate response defined by the safety case.

Importance: If a time-window watchdog (8.2.9.2) cannot be used, R for SIL 1 & 2, NR for SIL 3 & 4.
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8.2.9.2 Watch-dog with separate time bhase and time-window

Aim:

Description:

Detection:
Mitigation:

Importance:

To monitor the behaviour and the plausibility of the program sequence.

Timing elements physically separate from the computer, with a separate time base (watch-dog timers), are periodically
triggered to monitor the computer’s behaviour and the plausibility of the program sequence. It is important that the
triggering points are correctly placed in the program. Lower and upper time limits are given for the watch-dog.

If the program sequence takes a longer or shorter time than expected, a failure is indicated.

Upon detection, apply an appropriate response defined by the safety case.

HR for all SlLs.

8.2.9.3 Logical monitoring of program sequence

Aim:

Description:

Detection:
Mitigation:

Importance:

To monitor the correct sequence of the individual program sections.

The correct sequence of the individual program sections is monitored using software (counting procedure, key procedure)
or using external monitoring facilities. It is important that the checking points are placed in the program correctly.

If the correct program sequence does not occur, a failure is indicated.
Upon detection, apply an appropriate response defined by the safety case.

R for SIL 1 and 2, HR for SIL 3 and 4.

8.2.9.4 Combination of temporal and logical monitoring of program sequences

Aim:

Description:

Detection:

Mitigation:
Importance:

Note:

To monitor the behaviour and the correct sequence of the individual program sections.

A temporal facility (for example a watch-dog timer) monitoring the program sequence is retriggered only if the sequence of
the program sections is also executed correctly.

If the temporal facility (for example a watch-dog timer) monitoring the program sequence is not retriggered as required, a
failure is indicated.

Upon detection, apply an appropriate response defined by the safety case.
R for SIL 1 and 2, HR for SIL 3 and 4.

This technique is preferred over 8.2.9.1, 8.2.9.2 and 8.2.9.3 above.
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8.2.10 Multi-channel interface input or output with comparison

Aim: To detect random hardware failures (stuck-at failures), failures caused by external influences (e.g. EMI), timing failures,
addressing failures, drift failures and transient failures (e.g. intermittency).

Desciption: This is a dataflow-dependent multiple-channel technique with independent inputs and/or outputs for the detection of
random hardware failures and systematic errors.

To make this technique more effective against common-cause errors, malfunctions or failures, which are typical effects of
EMI, diverse signals (e.g. encoding, inversion, modulation, amplitude range, offset, etc.) should be used.

Detection: Failure detection is carried out by comparing the signals with each other.

The comparator (the circuit used to compare channels and detect errors) is a weak point and so must be designed to have
considerably greater resilience to EMI for this technique to be effective.

Mitigation: If a signal corruption is detected by the communicating partner(s), request retransmission of the input or output data. If the
failure clears, continue operation as usual. If during the time available the failure does not disappear, apply an appropriate
response defined by the safety case.

Importance:  HR for all SlLs.

Note: To increase the effectiveness of this technique against the common-cause errors, malfunctions or failures typical of EMI,
hardware and software diversity (see 6.3 and 6.4 respectively) may be used.

Reference: [117]
8.3  Other/ miscellaneous
8.3.1 Test patterns for interfaces and buses

Aim: To detect static failures (stuck-at failures) and cross-talk, particularly in input and output units (digital, analogue, serial or
parallel), and to prevent the sending of inadmissible inputs or outputs to the process.

Description: ~ This is a dataflow-independent cyclical test of input and output units. It uses a defined test pattern to compare
observations with the corresponding expected values. The test pattern information, the test pattern reception, and test
pattern evaluation must all be independent of each other. The test pattern should not interfere with the correct operation of

the safety function.

Useful for increasing resilience to EMI by detecting damage caused by overvoltages from lightning, electrostatic
discharges, and other sources.

Detection: When the observations do not correspond with the expected values for the test pattern, a failure is indicated.

Mitigation: Repeat the test pattern as many times as there is time for without unacceptably degrading the safety integrity. If the failure
clears, continue operation as usual. If during the time available the failure does not clear, apply an appropriate response
defined by the safety case.

Importance:  HR for all SlLs.

8.3.2 Power supply (i.e. power converter unit)

Glohal To detect or tolerate failures caused by degradations or defects in any of the power supplies.
objective:
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8.3.2.1 Detecting defects

Description

Detection/
Mitigation:

Importance:

Various techniques are available, such as overvoltage protection with safety shut-off, secondary voltage control, and power-
down with safety shut-off.

Upon detecting a degradation or other defect in a power supply, apply an appropriate response as defined by the safety
case.

HR for all SlLs.

8.3.2.2 Detecting excessive RF on power supplies

Aim:

Description:

Detection:

Mitigation:

Importance:

To detect the presence of excessive noise on power supplies, whether caused by failed/degraded decoupling capacitors,
shielding, filtering, etc., or by EMI.

Simple broadband RF detectors can be made with ordinary circuit techniques (resistor, Schottky diode, capacitor, op-amp)
that will reliably detect frequencies up to tens of MHz. Some semiconductor manufacturers make single-chip RF detectors

guaranteed to detect up to many GHz.

It will generally be necessary to set the sensitivity of the detector so that it does not trigger on the normal systematic noises
made by the unit itself.

Excessive levels of RF on AC power lines or DC power rails cause the RF detector to trigger.

If during the time available the excessive noise does not disappear, apply an appropriate response as defined by the safety
case.

R for SIL 1 and 2, HR for SIL 3 and 4.

8.3.3 Power hold-up

Aim:

Description:

Detection:

Mitigation:

Importance:

To maintain the power supply for long enough during and/or after any transient or short-term deficiencies in the electrical
power supply (e.g. dips, dropouts interruptions, undervoltages, sags, etc.) to avoid a dangerous failure.

In the case of long sags, undervoltages or interruptions, the energy storage should be sufficient to continue correct (safe)
operation whilst the EUC is put into a safe state or some other action taken to maintain the safety integrity according to the
safety case.

Sufficient energy is stored in capacitors, supercapacitors, batteries, etc., to ensure the above aims are met.

EUCs with high power requirements and/or requiring a long time to be put into a safe state despite lack of power for the
safety-related system, might use large battery banks (e.g. either directly or as part of a UPS) and/or rotating reserve power

generators.

Analysis and testing of the worst possible combinations of circumstances, including a continuous low and/or distorted
supply voltage, components tolerances and the effects of ageing, to ensure that the above aims are reliably met.

Improvement of the design, e.g. by adding more energy storage.

HR for all SlLs.
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8.3.4 Monitoring of ventilation, cooling and heating

Aim: Failures of the ventilation, cooling or heating may expose the safety-related system to excessive environmental conditions,
possibly increasing the rate of dangerous failure to an unacceptable level. Such failures could be caused by EMI.

Description/  Ventilation, cooling and heating systems are monitored for correct operation.
Detection:

Mitigation: When a failure is detected, an appropriate response can be made, according to the safety case, before the safety system is
adversely affected.

Importance:  HR for all SlLs.

8.3.5 De-rating

Aim: To increase the reliability of hardware components, particularly those used for the suppression of EMI or protection against
its effects.

Description: ~ Hardware components are operated at levels well below their specified maximum ratings or stress levels.
EMI suppression/protection components should be especially conservatively rated to survive repeated stress levels
considerably higher than the worst anticipated, taking into account the full range of all reasonably foreseeable physical
and climatic environments over the lifecycle (e.g. vibration, extremes of ambient temperature for example when the air-
conditioning has failed, etc.).

Detection: By independent assessment of the design, see Clause 8 of [8] for guidance on the degree of independence.

Mitigation: By modification of the design.

Importance:  SIL 1, 2 and 3, HR for SIL 4.
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9 Verification and validation

9.1 Safety-related system safety validation

Global To validate as far as is practicable that the techniques and measures that have been applied function according to the
objective: design requirements specification.

Detection: By performing the tests listed below, at least, at the highest practicable level of assembly of the safety-related system.
Mitigation: By modifying the design so as to ensure that all the tests applied are passed. Failure prediction techniques such as the

following may be helpful:

B Failure modes and effects analysis (FMEA).

Failure modes, effects and criticality analysis (FMECA)
Cause consequence diagrams.

Event tree analysis (ETA).

Fault tree analysis (FTA).

Fault tree models.

Importance:  HR for all SlLs.
9.2 Examples of verification and/or validation methods
Aim: To achieve confidence in the EMC design.

Description: A wide variety of techniques are used, so that design issues that are not detected by one type of method might be detected
by one or more different types of methods, for example:
a. Demonstrations such as demonstrating that the functional safety requirements have been correctly implemented,
using any appropriate methods.
Checklists to ensure that design techniques and measures have been observed, applied and implemented correctly.
c. Inspections check that assembly and installation have correctly followed their designs.

d. Reviews and assessments these ensure compliance with the objectives of each phase of the lifecycle. Usually
performed by experts, on each phase of the lifecycle and the various stages of the activities within each phase.

e. Independent reviews and assessments.

f. Audits which include verification processes for specification, design, assembly, installation.

g.  ‘Walk throughs’ of normal operation, and plausibly abnormal operations (devil’s advocacy).

h.  Non-standardised ‘ad hoc’ checks and tests.

i.

Individual and/or integrated hardware tests for different parts of the final assembly or system are assembled step-by-

step, with checks and tests applied to ensure that they function correctly at each step.

j. Validated computer modelling, simulation, etc.

k. EMC tests for emissions and immunity, on individual parts of the safety-related system and on the whole system at its
highest practicable level of assembly, as described in Compliance with relevant EMC standards over the lifecycle.

I. The normal EMC tests applied according to Compliance with relevant EMC standards over the lifecycle can be

modified to provide greater coverage of the possible effects of EMI, as described in [54] [55] and [56].

Detection: Different verification/validation methods discover weaknesses or omissions in the design.

Mitigation: Changes are made to the design or operation to eliminate the weaknesses or omissions. Preceding lifecycle phases should
be reviewed if they may be affected by the changes. Consideration should be given as to whether similar weaknesses
or omissions may present in other, similar safety functions. If so, similar changes should be carried out to those safety
functions.

Importance:  HR for all SlLs.

References:  Section 5.3 in [6].
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10.5 Software design techniques and measures
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11 Some functional safety standards related to IEC 61508
IEC 61511 Safety Instrumented Systems for the Process Industry Sector (in USA: ANSI/ISA S84)
IEC 62061 Safety of Machinery

IEC 62278 / EN 50126 Railways - Specification and Demonstration of Reliability, Availability, Maintainability and Safety (RAMS)
IEC/EN 50128, Software, Railway Control and Protection

IEC/EN 50129 Railway Signalling

IEC 61513 Nuclear Power Plant Control Systems
RTCA DO-178B North American Avionics Software
RTCA DO-254 North American Avionics Hardware
EUROCAE ED-12B European Flight Safety Systems

SO 26262 Automobile Functional Safety

|IEC 62304 Medical Device Software

IEC/EN 50402 Fixed Gas Detection Systems

DEF STAN 00-56 Accident Consequence (UK military)
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12 Comparisons with IEC 61508-7

This table shows the relationship between the Techniques and Measures listed above with those in [1]. Additional Techniques or measures
are indicated by an X in the tight-hand column.

Section number in this Equivalent in Annex A Equivalent in Annex B Equivalent in Annex C No equivalent in
guide IEC 61508-7

4.1 B.1
4.1.1 B.1.1
4.1.2 B.1.2
5.1 B.2
6.1 B.1.3
6.2 B.3
6.3 B.1.4
6.4 C.3.4,C.35
6.5 C.2

6.6 B.5
6.7 C.6
6.8 C.7
6.8.1 C.7.1
6.8.2 C.7.2
6.8.3 C.7.3
6.9 C.8
6.10 C.9
6.10.1 C.9.1
6.10.2 C.9.2
6.11 C.10
6-12 X
7.1 B.4.1
7.2 B.4.3
7.3 B.4.4
7.4 B.4.6
7.5 B.4.8
8.1.1 X
8.1.2 X
8.13 A1l
8.1.4 X
8.1.5 C.3
8.15.1 C3.1
8.15.2 C.3.2
8.1.6 C.4
8.1.7 C.5
8.2.1 A4

8.2.1.1 A4.3, A44and A7.6
8.2.1.2 A4.5

8213 X
8.2.2 A7.3 C.34
823 A75

8.2.4 A5

8.2.4.1 A5.1

8.2.4.2 A5.2

8.2.4.3 A5.3

8.2.4.4 A5.4

8245 A5.5 A7.1

8246 AB.7

8.2.5 A4.1, A5.6and A6.2
8.2.6 A3

8.26.1 A3.1

8.2.6.2 A3.2

8.2.6.3 A3.3

8.2.6.4 A3.4

8.2.6.5 A3.5

8.2.6.5 A3.5

8.2.7 Al
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Section number in this Equivalent in Annex A Equivalent in Annex B Equivalent in Annex C No equivalent in
guide IEC 61508-7
8.2.7.1 A1.1,2,3and 4

8.2.7.2 A15

828 A2

8281 A2.1

82872 A2.2

8.2.83 A23

8.28.4 A25

8.2.85 A26

8.2.8.6 A2.7

8287 €33

8.2.9 A9

8.29.1 A9.1

8.29.2 A9.2

8293 A93

8.29.4 A9.4

8.2.10 A6.3,A6.4 and A11.4

8.3.1 A6.1and A.7.4

83.2.1 A8

83.2.2 X
83.2.3 X
833 A.10

834 A28

9.1 B.6

9.2 X
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IHhe Institution of

Engineering and Technology

The use of use of ever-more sophisticated electronic technologies (including wireless, computer and power conversion technologies)
is now commonplace, and increasing in every sphere of human activity, including those where errors or malfunctions in the
technology can have implications for functional safety. Activities affected include, but are not limited to:

B Commerce

Industry

Banking

Defence

Medicine & healthcare

Government

Security

Energy & energy efficiency

Entertainment & leisure

Agriculture

Transport (vehicles and infrastructure for road, rail, marine, air, etc.)

All electronic technologies are vulnerable to errors or malfunctions caused by electromagnetic interference (EMI), and increasingly
sophisticated technologies tend to be more susceptible. As well as natural sources of EMI, such as lightning, all electrical and
electronic technologies are sources of EMI, and as electronic technologies become more sophisticated they tend to emit EMI at higher
levels and/or higher frequencies.

The consequence of all this, is that without appropriate electromagnetic compatibility (EMC) engineering (the discipline
concerned with controlling EMI) there will be uncontrolled consequences for people in general, and uncontrolled financial risks for
manufacturers and service providers who employ electronic technologies.

Group on EMC for Functional Safety
The Institution of Engineering and Technology is registered as a Charity in England & Wales (no 211014) and Scotland (no SC038698).



