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EMC-related functional safety

Since many suppliers have a policy of meeting only the minimum safety and EMC
requirements, prepare now for the electronic equivalent of “Mad Cow Disease.”

KEITH ARMSTRONG
Cherry Clough Consultants
Denshaw, UK

HERE ARE HUGE LOOPHOLES IN SAFETY AND

EMC regulations and standards, at

least in the commercial and indus-
trial worlds. Where errors or malfunctions
in electronics due to electromagnetic in-
terference could possibly have safety im-
plications, the resulting hazards and risks
can fall right through these loopholes, leav-
ing users at risk from unsafe products or
systems, and suppliers at financial risk from
liability lawsuits and product recalls.

This problem is known as EMC-Related
Functional Safety.

Because the electronic marketplace is
very cost-sensitive and because there are
EMC-related functional safety loopholes in
the regulations and standards, a business
situation similar to that which caused mad
cow disease in Europe already exists.

A new, freely downloadable guide!
from the IEE describes solutions to this
problem. It is strongly recommended that
everyone involved in electronics or safety
reads at least the first few pages of this
guide.

INTRODUCTION

Most safety regulations and standards ad-
dress intrinsic safety—the possibility that
injury or damage could occur because of
electric shock, fire, mechanical instability,
sharp edges, etc. Here we are concerned
with functional safety—where the hazards
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and risks depend upon the correct opera-
tion of devices, equipment, or systems.

Increasingly electronic technology is
used where its accuracy or reliability is vital
to functional safety. Consider the process-
ing power now available in low-cost digi-
tal devices. The accuracy and reliability of
such safety-related electronics is a func-
tional safety issue. Unfortunately, all elec-
tronic technology is inherently prone to
inaccuracy, errors in operation, or even
damage when exposed to electromagnetic
(EM) disturbances.

Most of the laws, regulations, and stan-
dards on safety or EMC do not reflect the
vulnerability of these new devices. The
result is that users and third parties are
being exposed to increased safety risks,
and suppliers are exposed to escalating
product liability claims, as shown by Fig-
ure 1.

The electromagnetic environment is
becoming more polluted with the in-
creased use of electronic technologies,
especially wireless communications and
power conversion. Consequently, the EM
disturbances that electronics can be ex-
pected to be exposed to are getting steadily
worse.

The integrated circuits (ICs) used to
construct electronic products and systems
are becoming more vulnerable to interfer-
ence and damage from EM disturbances
as the feature size decreases and operat-
ing voltages fall. Smaller feature size and
lower voltages means electronic signals are
weaker and so are more easily corrupted
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suppliers

Figure 1. The growing problems of EMC-related functional safety.

by a given EM disturbance. Smaller
feature size also means that actual
semiconductor damage is more likely
from any given EM disturbance.

Software depends upon electronic
signals and ICs; consequently, when
they are impaired by interference or
damage, the software can malfunc-
tion, causing the equipment it con-
trols to malfunction as well.

Regulations on product safety are
becoming commonplace in many
countries around the world, as are
regulations on product electromag-
netic compatibility (EMC). But, except
for the European Union (EU), they do
not cover EM immunity. In fact, there
is very strong opposition in almost all
countries except the EU for any legis-
lation on immunity. Manufacturers in
these countries argue forcibly that
immunity is a reliability issue, and
therefore should be left to consumer
choice.

But present-day safety regulations
and safety standards relevant to elec-
tronics provide very poor control of
functional safety. EMC regulations and
standards are also inadequate when
it comes to functional safety. Conse-
quently, the reliability and EM immu-
nity of electronics when used in
safety-related applications is not ad-
equately controlled by any regulations
or standards.!

These loopholes, arising from the
issues described above and in Figure
1, result in increased safety hazards
for users of almost any kind of equip-
ment or vehicles, and to third parties
including the public at large. Simulta-
neously, suppliers are increasingly ex-
posed to huge product liability risks.

Transportation industries (road,
rail, air, marine) have traditionally
treated EMC as a safety-related issue,
often out of fear of liability claims
rather than the need to comply with
specific regulations. But even in these
industries, the rapidly increasing num-
ber of safety-related functions which
depend on the correct operation of
electronics has led some safety experts
to question whether the approach
being taken to EMC-related safety is-
sues is adequate.

THE IEE'S NEW GUIDE

The Institution of Electrical Engineers
(IEE), based in London, has been con-
cerned with EMC-related functional
safety issues for many years,® 3 and
in 1998 they established a working
group (WG) to develop some profes-
sional guidance on this issue. This WG
produced “IEE Guidance Document
on EMC and Functional Safety,”!
published by the IEE in September
2000, and believed to be the first such
guide ever published by a profes-
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sional institution.

EMC and safety experts from a
wide range of industries, along with
representatives of the UK’s Health and
Safety Executive (HSE), were repre-
sented on the WG. Care was taken in
the composition and management of
the WG to ensure that the guide it
produced was relevant to real engi-
neering, safety, and financial issues.

This new IEE guide is freely avail-
able from: http://www.iee.org.uk/
Policy/Areas/Electro/index.cfm in ei-
ther Word or PDF formats. If you have
problems with this URL, go to the IEE’s
homepage at www.iee.org.uk and
click on the POLICY button. Under
this button the report is presently the
top item with “New” against it. A pa-
per on this new IEE guide was pre-
sented at the IEEE EMC Symposium
in Montreal, August 2001.

Because the guide is aimed at en-
gineers and their managers involved
in design or manufacturing, the main
argument it gives for following its rec-
ommendations is financial, rather than
ethical. Although the senior profes-
sional institutions (such as the IEE and
IEEE) require members to behave
according to an ethical code of con-
duct, and although ethical behavior
is also expected by the courts in most
countries, it seems that in the busi-
ness world financial arguments are the
most persuasive.

The financial argument can be sim-
ply summed up as “a stitch in time
saves nine.” The money saved on
safety/emergency projects by cutting
corners on EMC-related safety can
easily be lost by just one calamitous
incident. It is even possible for the
entire reputation and goodwill of a
company, built up over decades, to
be lost overnight as a result of a single
disaster. Because EMC-related func-
tional safety falls through loopholes
in regulations and standards, even
companies which are very diligent in
meeting all the regulations and stan-
dards may be unwittingly taking fi-
nancial risks.

The guide has a core section which
starts with a one-page executive sum-
mary, and then introduces and de-
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scribes the relevant issues and opti-
mum strategies for dealing with them.
The Core also includes brief descrip-
tions of some safety incidents where
a lack of adequate EMC was officially
proven to be the cause. Still, because
of inadequate statistics and the gen-
eral ignorance of EMC matters, it is
thought likely that a very much larger
number of “no fault found” safety in-
cidents were actually caused by inad-
equate EMC.

Briefly, the new IEE Guide recom-
mends fully answering the following
questions:

e What foreseeable EM threats could
the equipment be exposed to?

e What might foreseeably happen as
a result of these EM threats?

e How might the equipment’s EM
emissions foreseeably affect other
equipment?

e What would be the reasonably
foreseeable functional safety impli-
cations of the above?

e What actions are needed to achieve
acceptable levels of safety hazards
and risks?

e What verification and documenta-
tion should be required to show
that adequate safety has been
achieved?

As you can see, the recommenda-
tions in the IEE Guide are hardly
earth-shattering, and are a common-
sense good engineering approach to
helping make a product safe by evalu-
ating its electronic environment.

Since the engineering issues in-
volved are so obvious and so basic
(especially in hindsight), people who
are not involved with engineering on
a day-to-day basis (such as lawyers,
judges, and juries)—and who aren’t
familiar with the cost and time pres-
sures suffered by those working in
engineering industries—might find it
hard to understand why the tech-
niques described in this Guide are not
already being followed as a matter of
course.

It is strongly recommended that
everyone involved (even peripherally)
with electronics or safety, whether as
a designer or a manager, reads at least
the first few pages of the Core of this
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new IEE guide, at least to see whether
it is relevant to their activities. They
should also bring it to the attention
of anyone for whom it may be rel-
evant.

The IEE Guide also includes a num-
ber of “Industry Annexes,” each
showing how a particular industry has
addressed (or should address) EMC-
related functional safety; each is writ-
ten by experts from the industry con-
cerned.

A. Aerospace

B. Building services and electricity dis-
tribution

. Healthcare (especially the EU’s
Medical Devices Directive)

. Marine transport

. Offshore oil and gas

Rail transport

.Road transport (especially the Au-
tomotive EMC Directive)

H. Software

. Heavy Industry (projects where de-
sign/construction is done by sub-
contractors)

The annex on Software and EMC-
related safety is especially important
because more and more safety-related
functions are controlled by program-
mable electronics.

Annex J contains some very useful
procedures for any project which in-
volves subcontractors and helps to
avoid the usual problems of appor-
tioned responsibility.

@)
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PRODUCT LIABILITY AND THE
IEE’'S NEW GUIDE
Product liability regulations generally
require that products be as safe as the
state of the art permits, at least at the
time they were manufactured. Most
safety and liability regulations also
require that safe design should con-
sider reasonably foreseeable situa-
tions, including faults and misuse.
There seems to be rather limited
awareness of the EU’s Product Liabil-
ity Directive (85/374/EEC), and its
more recent modification by the Gen-
eral Product Safety Directive (92/59/
EEC)—possibly because compliance
does not require company directors
to sign a declaration of conformity.
This situation is unfortunate, because
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the potential financial liabilities that
suppliers are exposed to by these di-
rectives could be very much larger
than those under ‘CE marking’ safety
directives. Specifically, the “state-of-
the-art” legal defense required by
product liability regulations (at least,
in the EU) is understood to be a lot
more difficult to achieve than the “due
diligence” defense required by “CE
marking” directives.

Because the IEE’s new Guide is
publicly available (and free), and be-
cause it has been widely publicized,
manufacturers (or other supplier) who
ignore its recommendations, or who
fail to follow them correctly, could be
at significant financial risk, whichever
kind of legal defense is required.

COMPETENCY: EMC-RELATED
FUNCTIONAL SAFETY FALLS
THROUGH MORE LOOPHOLES
In commercial and industrial manu-
facturing companies and test labora-
tories across the world, EMC engineers
are concerned with meeting EMC
regulations and standards so that
products can be sold in various coun-
tries. Very few EMC engineers ever
consider going further (or are allowed
to go further) than the minimum re-
quirements of the necessary regula-
tions or standards, which often don’t
include immunity. Also, commercial
and industrial EMC standards (at least)
consider only typical operating envi-
ronments and don’t take account of
reasonably foreseeable fault or mis-
use situations. Even the very latest im-
munity standards being adopted by
the EMC Directive (EMCD) are inad-
equate for dealing with safety, as Fig-
ure 2 shows. As a result, most EMC
engineers are unfamiliar with impor-
tant functional safety concepts.

On the other hand, safety engineers
in companies and test laboratories
generally don’t understand EMC (of-
ten derided as “black magic”) and are
pretty hazy about functional safety,
because most of the safety regulations
and standards they are involved with
never mention either issue.

Both types of engineers are usu-
ally incapable of predicting what types
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The EM disturbances that could
reasonably be foreseen to occur at a given site
— must include low-probability events

The EM disturbances
covered by most EMC Directive
immunity standards after July 2001

The EM disturbances
covered by most EMCD
immunity standards before
January 2000
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Figure 2. Comparing reasonably foreseeable EM disturbances with the EMC

Directive’s immunity standards.

of EM disturbances to which a prod-
uct might reasonably be exposed,
what the peak magnitude and statis-
tical variance of these disturbances
might be, or how the product’s elec-
tronic hardware and software might
foreseeably go wrong when exposed
to such disturbances.

Consequently, few of the EMC or
the safety engineers working for com-
mercial and industrial manufacturers
or their test laboratories are likely to
have the competency to deal with
EMC-related functional safety issues
without further education or experi-
ence.

Installation, maintenance, service
and repair personnel are often over-
looked. They are not usually EMC
and functional safety experts and may
not see the importance of closing a
cabinet door fully; replacing all the
fixing screws in a panel (with the
correct torque); terminating a cable
screen in the required manner; or
reading, understanding, and follow-
ing a manufacturer’s manuals in full.

So, as well as the loopholes in the
regulations and standards (described
earlier), EMC-related functional safety
also suffers from loopholes in person-
nel competency.

PROBLEMS EVEN FOR THE
TRADITIONALLY SAFETY-
CONSCIOUS INDUSTRIES

But what about the transport (road,
rail, air, marine), nuclear, medical and
other industries, where EMC-related
functional safety has long been taken
into account? Surely they are dealing
with it correctly? Sadly, not all of them
are. Even in some of these industries
there are shortcomings, especially
those brought about by the explosive
increase in cell phone and walkie-
talkie use.

Although cell phones radiate only
up to 2 watts, and walkie-talkies up
to 10 watts, because they are hand-
portable, they can be held so close to
electronic devices that the immunity
threats from their radio-frequency
fields may be very severe.

The use of cell phones is banned
on commercial air flights and have
been strongly implicated in at least
one air crash.> But banning the use
of cell phones cannot guarantee that
cell phones will not be used—in fact,
it is reasonably foreseeable that
people will forget about the ban or
will decide to flout it. So banning cell
phone use cannot be considered an
adequate measure, on its own, in re-
sponse to the threat to functional
safety from cell phone use. Although
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aircraft EMC standards are getting
tougher, most of the commercial air-
craft now flying use electronics that
have never been tested for their re-
sponse to the threats that cell phones
create in their passenger cabins or
baggage holds.

A similar situation arises in medi-
cal institutions. Some now have pub-
lic notices banning the use of cell
phones, but this ban is known to be
commonly flouted (even by physi-
cians). It is also known that life-criti-
cal medical equipment can be suscep-
tible to cell phone radiation, and even
more so to the private mobile radio
system walkie-talkies in use at some
sites.

The automobile industry also has
a problem with cell phones. Most auto
manufacturers warn drivers (in the
manuals provided with each new car)
not to use handheld cell phones in
their vehicles, even though they know
that drivers and their passengers will
do just that. Even the stringent EMC
tests applied to road vehicles don’t
generally take full account of the rea-
sonably foreseeable possibilities of in-
terference from handheld cell phones.

ANALYZING EU DIRECTIVES
FOR EMC-RELATED
FUNCTIONAL SAFETY

The EU’s safety directives are argu-
ably the most comprehensive set of
product safety legislation in the world
at the present time, so it is interesting
to see how they deal with EMC-re-
lated functional safety.

Most EU safety directives do not
mention functional safety at all, much
less EMC-related functional safety, and
can only be considered to address
these issues because they contain
catch-all clauses that require products
to be safe and all environmental con-
ditions to be taken into account.

The Low Voltage Directive and
some EU Directives that do mention
EMC, are assessed below. The con-
clusion must be reached that they do
not deal adequately with EMC-related
functional safety in the common-sense
manner recommended by the IEE’s
new Guide. This justifies the earlier
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assertion that the real engineering and
financial necessity to address EMC-re-
lated functional safety could easily be
overlooked.

THE LOW VOLTAGE DIRECTIVE
(LVD)

Although the LVD (73/23/EEC, modi-
fied by 93/68/EEC), is generally reck-
oned to cover functional safety, there
are no words in its text that specifi-
cally mention it—never mind EMC-
related functional safety.

Paragraph 3B in LVD Annex 1
states that: “.. electrical equipment
shall be resistant to non-mechanical
influences in expected environmental
conditions, in such a way that per-
sons, domestic animals, and property
are not endangered.” This phrase
could be taken to mean that EMC-re-
lated functional safety must be con-
sidered, but the situation is compli-
cated by the EC’s July 1997 Guide-
lines on the LVD. In its Scope sec-
tion, under the heading “Which safety
aspects are covered by the Directive?”
It says (paragraph 11): “It should be
noted that electromagnetic compatibil-
ity (emission and immunity) aspects
are excluded from the scope of this
directive and are separately regulated
under Directive 89/336/EEC.” This
wording seems to suggest that all EMC
issues can be ignored, because they
are covered by the EMCD, but it is
shown below that the EMCD does not
cover safety issues at all.

Although it is possible to find some
LVD Notified Bodies and other LVD
experts who will say that functional
safety issues, including EMC-related
ones, are covered by the LVD, as far
as I know, no published article, pa-
per, or textbook about designing
products to meet the LVD has ever
mentioned this issue. Since no sup-
plier to the EU has to involve any LVD
Notified Body, or third-party expert,
or test laboratory when declaring con-
formity to the LVD, from this assess-
ment it seems very unlikely that sup-
pliers would conclude that the LVD
included any requirement to consider
EMC-related functional safety.
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THE EMC DIRECTIVE (EMCD)
The EU’s EMCD (89/336/EEC) in-
cludes immunity requirements, and
many engineers and their managers
appear to assume that meeting the
EMCD means that they have done all
they need to on EMC.

But the EMCD is solely concerned
with preventing technical barriers to
trade in the EU single market and can-
not properly deal with EMC-related
functional safety issues.” The EMCD
only considers normal operational and
typical EMC environments, while
safety compliance must consider all
reasonably foreseeable events and
situations, including operational over-
load and environmental extremes,
equipment faults, human error, and
misuse (Figure 2).

This issue has only recently be-
come widely publicly acknowledged
by the European Commission, and
then only because of the work being
done by the ‘SLIM’ team towards the
2" edition EMCD. The decision of the
team was that EMC-related safety is-
sues should be dealt with by safety
directives and their standards, not by
the EMCD or its harmonized stan-
dards.?

At the time of writing, it is unclear
whether the relevant IEC (and other)
safety standards committees have be-
gun serious consideration of includ-
ing EMC-related safety issues in their
standards, but even if they have, it
will still take at least a couple of years
before suitably modified standards are
published.

THE AUTOMOTIVE EMC

DIRECTIVE

The Auto EMC Directive 95/54/EC

(and the technically similar Directive

for 2- and 3-wheeled vehicles: 97/24/

EC) does attempt to address EMC as a

functional safety issue. It is discussed

in Annex G to the IEE’s new Guide,
which concludes that it is inadequate
because:

e It does not fully cover the fitting of
aftermarket equipment, including
mobile transmitters.

e Its tests are limited in their appli-
cation and are not very thorough.
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e Radiated immunity tests are only
carried out at a steady-state speed.
The Directive does not test for dy-
namic situations such as changing
gear, unlocking the vehicle, or
reading an ignition key transpon-
der to allow the vehicle to start.

e It does not include transient emis-
sions or immunity requirements
and so does not adequately cover
aftermarket products and their po-
tential to interfere with original
equipment manufacturer (OEM)
systems (or to be interfered with
by them).

e It does not require electrostatic dis-
charge (ESD) tests.

Although the Auto EMC Directive
can be criticized for its limited test
regime, it does require the relevant
Vehicle Approval Authority to see
evidence of compliance of any sys-
tem that affects the direct control of
the vehicle if the defined tests do not
do this. But what about facilities such
as memory controlled seats and mir-
rors? These are not considered to be
related to the direct control of the
vehicle and so may legally escape
immunity testing.

Still, consider a married couple
where he is 6 feet 6 inches tall and
weighs 240 pounds, and she is just 5
feet tall and weighs 100 pounds. If
he is driving and the seat erroneously
resets to her setting (maybe because
he held his cell phone too close to
the seat’s ECU) the steering wheel may
become jammed against his body,
preventing steering, and his legs may
become jammed under the dashboard
and unable to control the pedals. If
she is driving and the seat alters to
his setting, she may be unable to reach
either the steering wheel or the ped-
als while sitting on the seat.

Loss of control due to malfunction
of a memory controlled seat is clearly
quite a plausible (i.e., reasonably fore-
seeable) situation, and could be very
dangerous to the driver, any passen-
gers, and other road users, even
though the electronic systems in-
volved are not at all concerned with
the direct control.

It is fair to say that the EMC and
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safety testing done by many well-es-
tablished auto manufacturers far ex-
ceeds the requirements of the Auto
EMC Directive, because of their con-
cerns over product liability. But even
their tests don’t cover aftermarket ac-
cessories, and, of course, some
manufacturers will only aim to meet
the minimum legal requirements for
vehicle certification. A recent study?
showed a wide variation in interpre-
tation of 95/54/EC among manufac-
turers and vehicle certification authori-
ties across the EU, especially for items
such as electrically-controlled seats
and mirrors.

THE MACHINERY SAFETY
DIRECTIVE (MSD)
The Machinery Safety Directive (MSD)
(98/37/EC) has a few clauses that re-
late to EMC and functional safety.
Annex 1, para. 1.2.1 states: “Control
systems must ... withstand the rigours
of normal use and external factors ...”
External factors could be interpreted
as meaning reasonably foreseeable
electromagnetic disturbances, al-
though this is not mentioned.'”
Annex 1, para 1.2.6 states: “The in-
terruption, re-establishment after an
interruption or fluctuation in what-
ever manner of the power supply to the
machinery must not lead to a dan-
gerouis situation.”'” says that this can
mean any possible noise or fluctua-
tion in the power supply, but then
goes on to state that the EMC Direc-
tive 89/336/EEC ... deals with all elec-
tromagnetic phenomena likely to
cause operating problems in a device,
an appliance or a system.” Since we
now know that the EMCD is officially
considered inadequate to deal with
safety-related issues, the effect of this
paragraph is diminished considerably.
Annex 1, para 1.5.11 states: “Ma-
chinery must be so designed and con-
structed that external radiation does
not interfere with its operation.” The
commentary on this'® seems to be
quite robust, requiring the manufac-
turer to take account of the foresee-
able environment conditions at the
intended location for the machine.
Unfortunately this paragraph limits
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itself to radiated disturbances, and
does not apply the same robust re-
quirements to power, signal or con-
trol cables.

Annex 1, para. 1.7.4 lists the in-
structions that must accompany a ma-
chine. These do not include any re-
quirement to specify the electromag-
netic environment or the disturbances
the machine is designed to withstand
(e.g., how close operators are allowed
to bring their walkie-talkies or cell
phones). They also do not suggest
including installation and commission-
ing instructions which would help
ensure that the EM performance de-
signed-in by the manufacturer are
achieved in practice.

Many machinery manufacturers use
low-cost computers, PLCs, and instru-
mentation products to control func-
tionality, without appearing to con-
sider the consequences for functional
safety if those devices should ever
suffer from interference. For sales in
the EU, many of them also seem to
believe that if they make sure that
each electronic part they purchase
bears the CE mark, then that is all they
need to do for EMC or LVD compli-
ance—an approach that is well known
to be inadequate in most cases.

Some machinery manufacturers,
and most of the MSD Notified Bod-
ies, take a much more robust ap-
proach to EMC-related functional
safety. But, of course, there is no le-
gal obligation to involve a Notified
Body or any third-party when declar-
ing machines compliant to the MSD.

So the conclusion must be that the
MSD goes some way towards follow-
ing the IEE’s new guide but is, never-
theless, inadequate. Unfortunately, it
appears that many machinery manu-
facturers do not even take EMC-re-
lated functional safety as far as the
MSD requires.

IEC EQUIPMENT SAFETY AND
EMC STANDARDS, AND EMC-
RELATED FUNCTIONAL
SAFETY

This section assesses how well the IEC
standards for EMC and for safety ad-
dress the issue of EMC-related func-
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tional safety. Three types of equip-
ment are considered: information
technology; measurement and control;
and machinery. Only the latest ver-
sions of their relevant standards (at
the time of writing, January 2001) are
assessed.

The information technology and
measurement and control standards
do not include any functional safety
requirements at all—in fact they do
not even use the phrase functional
safety in their texts. The machinery
safety standard takes a stab at EMC-
related functional safety, but falls well
short of even the basic adequate re-
quirements as set out in the IEE’s new
Guide.

This standards assessment shows
that the earlier assertion is correct—
EMC-related functional safety can eas-
ily be overlooked or ignored because
loopholes in the safety and EMC stan-
dards. This assessment also shows that
all ordinary electronic equipment
(subassemblies, modules, products,
systems, etc.) should be considered
unsuitable for use in any application
where its reliability or functional per-
formance could possibly could have
any detrimental safety consequences.
(In fact, I would like to see all elec-
tronic equipment sold with a clearly-
visible life support policy statement
similar to that found on the first page
of almost all semiconductor data-
books.)

INFORMATION TECHNOLOGY
EQUIPMENT STANDARDS

The latest safety standard, IEC
60950:1999'!" does not mention any-
thing regarding functional safety, or
the possible consequences of EM dis-
turbances for safety.

The latest EMC immunity standard,
CISPR 24:1997'? states in it's Scope
section that “Safety considerations are
not covered in this publication.” It also
includes the same warning about its
requirements being inadequate in spe-
cial cases “.. for example, where a
bandbeld transmitter is used in prox-
imity ...”—which does not seem like
a special case these days, where ev-
eryone carries a cell phone and pri-
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vate mobile radio handsets and vehicle
mobiles are also very widespread.
Apart from the fact that it does not say
what it means by ‘proximity” (Figure
3), it fails to mention foreseeable situ-
ations such as proximity to much more
powerful vehicle-mounted radio trans-
mitters, or base-stations for a private
mobile radio or cell phone system.

A very few computers, PLCs, and
instrumentation are designed for use
in safety-related systems, and some
now even meet the new voluntary
functional safety standard IEC 61508.13
Such products are usually more expen-
sive than ordinary ones, so there is a
natural reluctance to use them.

MEASUREMENT AND
CONTROL EQUIPMENT
STANDARDS
The latest safety standard, IEC 61010-
1:1995' includes immunity to tran-
sient overvoltages, but only in so far
as they might cause damage to insu-
lation. No other functional safety or
EMC requirements are mentioned.
The latest EMC standard, IEC
61326-1:1998'> is much better than
most EMC standards, in that it requires
the manufacturer to perform an as-
sessment of the electromagnetic en-
vironments the product might be used
in, and to structure the EMC tests ap-
plied to the product so that it is
compatible with those environments.
Unfortunately, it does not go so far
as to address safety issues—Note 1 of
its General section states: “Higher
immunity levels than those specified
may be necessary for particular ap-
Pplications (for example, when reliable
operation of the equipment is essen-
tial for safety).”

STANDARDS FOR THE
ELECTRICAL EQUIPMENT OF
MACHINES
The latest safety standard IEC 60204-
1:1997'° is a rare example of a safety
standard that does make an effort to
cover EMC-related functional safety.
Section 4.4.2 states: “.. the equip-
ment shall bave an adequate level of
immunity to electromagnetic distur-
bances so that it can operate correctly
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Figure 3. What do immunity standards really mean by “close proximity to a handheld

radio transmitter”?

in its intended environment.” A strong
interpretation of this could be that
equipment must remain safe despite
reasonably foreseeable electromag-
netic disturbances, including those
caused by electrical faults or misuse.

But the use of the words operate
and intended environment corre-
sponds exactly with wording used by
the EMCD. Also, Section 4.4.2 goes
on to refer to the generic standards
EN 50081 and EN 50082 as well as to
product standards harmonized under
the EMCD (despite the fact that these
all specifically exclude their use for
safety purposes). These references
make a weak interpretation possible—
that compliance with the EMCD is suf-
ficient for functional safety (whereas
the earlier assessment of the EMCD
shows that it is not). Some manufac-
turers, when faced with alternative
interpretations such as this, will take
the easiest route—claiming that to do
otherwise might put them at a com-
petitive disadvantage.

Annex 18 to IEC 60204-1:1997 de-
scribes the technical documentation
to be provided with the electrical
equipment of a machine, and al-
though it requires the physical envi-
ronment to be specified, it does not
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suggest specifying the intended elec-
tromagnetic environment. There is
clearly little point in designing a ma-
chine to be safe in a specific electro-
magnetic environment, if the user is
not provided with any specification
for that environment (e.g., how close
operators are allowed to bring their
walkie-talkies or cell phones).

The most up-to-date EMC immu-
nity standard for industrial apparatus,
IEC 61000-6-2:1999,'7 states in Note 1
to its Scope that “Safety considerations
are not covered by this standard.” Tt
goes on to warn in Note 2 that its
immunity requirements may be inad-
equate in special cases, for example:
“... where a handbeld transmitter is
used in close proximity to an appara-
tus.” Apart from the fact that it does
not say what it means by close prox-
imity (Figure 3), it fails to mention
foreseeable situations such as prox-
imity to much more powerful vehicle-
mounted radio transmitters or base-
stations for a private mobile radio or
cell phone system.

IEC/TS 61000-1-2 : 2001

This new IEC Technical Specification
has recently been published by the
IEC'® and it specifically addresses the
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issue of EMC-related functional safety.
Its requirements are very similar to
the IEE’s new Guide—it goes into
more detail in some areas but does
not cover as broad a range of issues.

As a Technical Specification it can
be used in contracts, but it is not a
full standard. In a few years it is likely
to become a full IEC standard, at
which time it may be adopted by
CENELEC as an EN standard. Once it
is an EN standard, it might then be
harmonized under a number of safety
directives (e.g., the Machinery Direc-
tive); alternatively, it may be used as
a basis for developing product family
standards (e.g., under the LVD). The
earliest date when it could possibly
become a mandatory harmonized
standard for apparatus supplied in the
EU is probably around 2000.

Although it represents an aspect of
the state-of-the-art in safety, commer-
cial pressures may cause many manu-
facturers to ignore IEC/TS 61000-1-2
until it (or related standards) become
mandatory under EU directives, po-
tentially exposing their customers to
avoidable safety hazards, and expos-
ing themselves to liability claims and
loss of reputation.

CONCLUSION—PREPARE
NOW FOR THE ELECTRONIC
EQUIVALENT OF “MAD COW
DISEASE”

Many suppliers feel that cost and
timescale pressures are increasing, not
least because of the pressure towards
globalization. As a direct result, many
suppliers have a policy of meeting
only the minimum requirements of
safety and EMC standards, because the
added cost of going further would
(they believe) put them at a competi-
tive disadvantage.

I have shown that EMC-related
functional safety is a real safety issue
of rapidly increasing importance and
that by the time the regulations and
standards evolve to deal with this is-
sue (if they ever do), the world will
be full of electronic equipment inad-
equately designed for the EM envi-
ronments where they are supposed
to function. It will probably be too
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late and too expensive to recall or to
modify it all, so we will all just have
to put up with the rising rates of fi-
nancial losses, injuries, and deaths.

So the conditions for an electronic
equivalent to mad cow disease are
complete—compliance with mini-
mum legal safety regulations and stan-
dards (rather than the state-of-the-art),
plus intense pressure on costs. These
misguided strategies are exactly what
gave rise to “mad cow disease” (BSE)
and its human equivalent new vari-
ant CJD (vCJD) in Europe.

Unless suppliers apply the state-of-
the-art in safety, which now includes
the requirements of TEE’s new Guide!
and TEC/TS 61000-1-2:2001,'® many
people could suffer financial loss, in-
jury, or death, and many suppliers
could suffer expensive liability law-
suits and product recalls.

European news reports carry re-
vised predictions of the number of
deaths from vCJD, in one country or
another, every few days. Nobody
knows how many will really die—500
deaths a year in some countries is not
an untypical prediction, at the time
of writing; but no one knows if we
are in for a really damaging epidemic
at some time in the future. Some food
industry suppliers have already lost
many millions, and overall costs to
some EU national economies are al-
ready measured in billions of dollars.

Let us hope that the IEE’s new
Guide on EMC and Functional Safety
is taken up quickly and widely
enough to avoid similar predictions
for the deaths and financial losses
which could arise because, in a very
cost-conscious business where rapid
advances are being made in technol-
ogy, some important safety issues are
inadequately covered by the manda-

tory product regulations and stan-
dards.
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