Adding Up Emissions
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Note to the editor - beware – some use of extended character set (e.g. µ for micro) 
and some use of symbol font (e.g.  for ohms) in this article
Wouldn't it be nice if we could use CE marked components to construct products and be confident that they would meet the EMC Directive, without any EMC testing? 

This is something of a holy grail for manufacturers of one-off and limited production products such as some computers and most industrial control systems, and for companies who construct large systems, machines and installations of any type. 

This article briefly describes how to achieve this most desirable objective, using the RSS method on data from component suppliers in a simple spreadsheet you can create yourself. 

The RSS method has been used in a number of Technical Construction Files (TCFs) in the UK (at least), and it has also proved useful for predicting the EMC performance of products that are not yet designed for marketing and cost prediction purposes.

This article also describes how in the future it could be possible to achieve due diligence in EMC Directive compliance merely by copying component EMC data from a CD-ROM or website into an RSS spreadsheet, and adding the EMC data for filters and shielding as required to achieve the desired performance.

In this article I shall use the word “components” to refer to the items that manufacturers purchase from suppliers to build their “products”. If your final product is a personal computer (PC) the components could include a case, DC power supply, motherboard, various plug-in cards, drives, LCD panel, keyboard, mouse, etc. 

If your product is a control panel, the components could be Programmable Logic Controllers (PLCs), microprocessors cards, DC power supplies, instrumentation amplifiers, transformers, relays and contactors, variable-speed motor drives, servo-systems, valve islands, etc. 

But if your product is an industrial plant, your components could be computers and computer systems, control panels, conveyor systems, large and complex machines, etc. Commercial buildings (dealer rooms, airports, retail shops and malls, hotels, telephone exchanges and “Internet hotels”, etc., etc.) can be considered similarly.

Why CE + CE does not equal CE

As everyone must know by now – especially having absorbed the details of the October 1997 UK prosecutions of two companies who used CE marked components to build personal computers (see [1] and section 2.2.3 on page 34 of [2]) – there are very serious problems with the CE + CE = CE approach…

1. The components may not have been designed or tested for EMC (just having a CE mark is no guarantee of EMC compliance, it could have been applied solely to indicate conformity with the Low Voltage or some other Directive).

2. Some suppliers are known to lie about EMC conformity. Many more are known to not use as much ‘due diligence’ as their customers would like. Some Declarations of Conformity (DoCs) are not worth the paper they are written on, and many more are incorrect.

3. Many suppliers, including some long-established industry names, ‘badge-engineer’ items designed and manufactured (often in the Far East) by other companies. They often simply rely on their suppliers’ CE marks and DoCs for their own due diligence rather than insist that they are made to the high standards that their newly badged name implies.

4. Even if a component is claimed to have adequate EMC performance, and/or is CE marked to the EMC directive, it may not have been tested properly. It is impossible to have any confidence in EMC performance solely on a manufacturer's declaration, as court cases in the UK under other directives have shown. Confidence can only really be achieved if the supplier provides actual evidence of EMC performance – from a test lab in whom we can also have confidence (such as an accredited lab.).

5. Even if the component has been tested properly according to the test standard, the EMC test set-up may not have been exactly as described by the instructions the supplier provides with the product. As everyone who has ever done any EMC testing discovers, the exact details of the set-up (types of cables and connectors, cable length and routing, etc.) can make a big difference to the results. User instructions should always describe in full the enclosure, cable, and connector types and all the installation techniques required to achieve the intended EMC performance. They should also include a clear statement about the environments the product is intended for use in, and any limitations to use. Some components are provided with EMC instructions that require considerable effort and cost to achieve, or may even require further testing. Carefully reading user manuals can be a very good guide to the EMC performance of components and the helpfulness of  their suppliers.

6. Even when a component has been tested in accordance with its relevant standards and its supplier’s installation instructions, it is often the case that manufacturers do not follow these instructions. Most assembly personnel use the materials and techniques they are familiar with from their early days, and often ignore instructions provided with the components.

7. Some manufacturers use components in environments for which they were not intended by their suppliers. For example, catalogues from some major industrial component suppliers do not mention which EN standards were applied, or they might list EN 50081 and EN 50082, without stating which version (i.e. -1 for commercial or -2 for industrial environments) were used. EN 55022, EN 55011 and any of the IEC/EN 61000-4-x series of immunity standards  are often listed without stating what classes/test levels were used. Some suppliers appear to have simply tested to whatever standards, classes, or levels were easiest to meet, just so they could legally apply the CE mark, regardless of whether these standards are helpful to their customers. 

8. Some suppliers may not be employing quality control methods that maintain the EMC compliance of the items they sell. The test results on which their DoCs are based might only be relevant to the first few batches they made. Following inadequately controlled changes in design or production methods, their items might have quite different EMC performance to what would be expected from the suppliers EMC test reports. Mask-shrinks by IC manufacturers are also a common cause of unexpected changes in EMC performance. A good QC system will test items randomly selected from the production line for EMC, as well as control the effects of any changes.

9. Counterfeit components may be purchased by mistake. Globally, approximately 5% of products sold are counterfeited, and some have been known to be delivered mixed in with good products.

10. For all but the very smallest manufacturers, due diligence in EMC compliance cannot be achieved by simply relying on DoCs or Certificates of Conformity (CoCs) provided by suppliers themselves. “Buying in good faith” is not a defence under most EU Directives. It is a manufacturer’s sole responsibility to place compliant products on the EU market.

11. Sometime test labs make mistakes. If EMC compliance declarations are based on erroneous test results, it is still the manufacturer who is liable. This is why results from accredited (and preferably independent) test laboratories are preferred: you can have more confidence in a lab that has to pass annual scrutiny to international laboratory best-practices by independent experts. 

12. Even if all the above points do not apply, there is a good chance that the immunity performance of the overall assembly will be limited by that of the weakest component; but the big problem with emissions is that they add up. Ten identical variable-speed motor drives in a cabinet will produce ten times the emission noise power of one drive, so merely using components and sub-assemblies that individually  meet the emissions standards required for the finished product usually just ensures that the final product is over the emissions limit.   

The above points mostly also apply to other directives, such as the Low Voltage Directive and Machinery Safety Directive. It is just not due diligence to rely on a supplier’s DoC or CoC (especially true where safety is concerned).

I once asked a UK meeting of accredited test labs if they had ever tested an industrial control panel that had been constructed entirely with CE marked parts and had it pass first time. None of them ever had – all the panels had failed the first test and needed quite a bit of modification to make them pass. This does not mean it is impossible, or even difficult to do – just that it is not enough to rely solely upon the CE mark.

Items 1-11 above can mostly be dealt with as described by [3] and [4]. The rest of this article addresses item 12 – how to predict the emissions and immunity of a product well enough, from a consideration of the EMC performance of its component parts, to achieve EMC compliance without testing. 

The RSS method

There is a standard mathematical method for finding the resultant noise from a multiplicity of uncorrelated electronic noise sources –  the RSS method (stands for Root Sum Square). We can use this method for calculating the EMC emissions (noise) of a product from the emissions of its components.

Where noise sources are correlated (such as a number of items all running from a master clock, e.g. digital signal processing boards) the line spectra produced by the harmonics of the digital signals are likely to be all in phase at exactly the same frequencies, so these emissions can be expected to add up linearly (e.g. a 6dB increase for every doubling of the number of identical units). 

PC boards may share one or more databuses which are clocked in sync., but usually rely on their own clocks for their internal processing, so some of their emissions will be correlated with each other, and some will be uncorrelated.

In most industrial control panel assemblies, the individual electronic units and motors emit uncorrelated emissions, for which the RSS method is suitable. RSS-ing the emissions from a number of identical noise sources (such as a number of drives) gives a 3 dB increase for every doubling of the number of identical units.

One crude result from this is that, for uncorrelated emissions, if all the individual items could be relied upon to never be higher than 9dB below the emissions limit line for the final product, then the final product would probably meet the limit line as long as no more than 8 items were used and their manufacturers' detailed instructions had been obtained and followed faithfully. (Any number of EMC-passive items may be included.) So if each of the items used met the emissions limits of EN 50081-1 or EN 55022 Class B, an assembly using 8 of them would be likely to meet EN 50081-2 or EN 55022 Class A (all else remaining the same).

For items which are never worse than 20dB below a limit line, up to 64 could be used without their uncorrelated emissions adding up and exceeding the limit. 

But where components are not of the same type, such crude calculations can lead to over-engineering and excessive cost. The worst-case emission frequencies from different types of components are usually different from each other, creating a ‘busier’ spectrum without necessarily increasing the emitted levels at any particular frequencies. This is where the RSS method can be used to advantage, to help prevent over-engineering whilst preserving EMC compliance.

Ideally, an RSS summation would be applied to every single frequency point covered during an emissions measurement – but this would result in a very large amount of data. Processing such large data arrays is easy on modern computer spreadsheets, but the problem arises in getting the data into the computer in the first place. Test labs output their results as printed graphs so the only way to get the data at present is to read the graph and key the data into a spreadsheet, and it is difficult to read more than a few tens of frequencies with any accuracy. Test labs usually store their measurement data to disc, but their data formats are usually incompatible with each other and probably with standard spreadsheets as well.

To overcome this, we break down the emissions profile for each item into an arbitrary number of frequency bands (150-200 kHz, 200-300 kHz, 300-500 kHz, etc.) and enter the worst case emission in each band into an RSS-based spreadsheet. When all the items used in the final product have been entered, the spreadsheet calculates the root of the total sum of the squares of the individual components’ worst-case measurements in each band, compares them with the limit line, and gives a pass/fail result for each band. Most common spreadsheet packages can then draw a graph of the total emissions versus the appropriate limit line. 

Narrower frequency bands than those suggested above will increase the time taken to read and input the data. They would also reduce the possibility of over-engineering and increase the possibility of under-engineering and compliance failure. 

Figures 1 through 6 show an example of “blocking” the worst-case conducted emissions test results in each frequency band for three items: a PLC; a variable speed motor drive; and a panel meter. As you can see, this is easy to do from the emissions graphs printed in typical EMC test reports.

Insert Figures 1 - 6 here
Figure 7 shows an example of a possible RSS spreadsheet for a simple product comprising just one each of the above three items. Electromechanical parts such as relays and contactors, switches and lamps, and direct-on-line AC motors (but not DC motors) can be ignored when considering continuous radiated or conducted emissions. Since most EMC lab test results have an uncertainty of between ±2dB and ±3dB for conducted emissions measurements, in this example we have only called a result a pass if it was more than 3dB below the limit line we are aiming for (EN 50081-2, the generic emissions standard for the industrial environment, in this example).

Insert Figure 7 here
If the total emissions are over the limit, a different choice of components and sub-assemblies may give a better result, or else filtering and shielding may be applied. Where suitably ‘quieter’ components are available, using these is likely to be the least expensive way to reduce emissions, instead of adding filters or shielding. The lowest-cost EMC techniques are only available to the electronic circuit designers and the writers of the embedded software, and they work for the suppliers, so it is usually most cost-effective to purchase components that already have the required EMC performance.

Adding filters and shielding to an RSS-ed result

To reduce conducted emissions, the attenuation data (in dB) of a suitable mains filter may simply be added to the dBµV total for the components, for each of the frequency bands. The filter data should not be RSS-ed, but only the worst-case filter data should be used – not the usual 50 input/50 output measurements. Most reputable filter manufacturers publish both common-mode (asymmetric) and differential-mode (symmetric) attenuation data, for 50/50, 0.1/100, and 100/0.1 filter terminations. The worst-case attenuation data from all of these should be used, for each of the frequency bands used by the spreadsheet. This is an easy way to ensure that the filters will work at least as well as you predict. Most low-cost filters give a gain of up to 20dB somewhere between 150kHz and 2MHz, when both ends are not terminated in 50  – as they almost never are (see [5] and section 8.1.3 on page 195 of [2]) and this can produce some unpleasant surprises.

Figures 8 and 9 show how filtering was used to improve the results for the above example (Figure 7). Figure 8 shows the effect of the low-frequency gain which is present in most types of low-cost (i.e. single-stage) filters. The 2nd filter choice, shown in Figure 9, was a more expensive two-stage filter. These also have LF gain, but it is usually no more than 10dB and can be arranged to occur between 10kHz and 100kHz.

Insert Figures 8 and 9 here
Note: concatenated filters can sometimes give results which are worse than either filter on its own. So where a component includes its own mains filter don’t assume that simply adding another one in series will reduce emissions. Use a single higher-performance filter instead.

To reduce radiated emissions, a shielded enclosure may be employed. In this case the shielding attenuation data used in the RSS spreadsheet should be the worst-case value for any of the magnetic, electric, and plane-wave shielding tests, for each of the frequency bands used by the spreadsheet. There is no really standardized test method for enclosure shielding, and the test methods used will not accurately simulate the components that will be placed inside them, so it is a good idea to aim for an overall safety margin of at least 10dB. As for mains filters, the shielding attenuation figures (in dB) are not RSS-ed, they are simply added to the RSS-ed dBµV/m values for the components, for each band.

Note: when using shielded enclosures all the cables entering or leaving the enclosure should be shielded and/or filtered, with their shields and/or filter grounds terminated metal-to-metal at the point of entry and with each of the shields, connectors, glands, and filters having at least the same attenuation performance (with worst-case terminations) as is required for the enclosure as a whole [2] [5] [6]. The enclosure should also not be modified in any way, except for the fitting of cable connectors/glands and bulkhead filters. If a window is required to view a display, the enclosure should be a type already fitted with an appropriate shielded window and provided with the attenuation data for that type. Where apertures are required to be cut for door-mounted controls or non-bulkhead-mounting filters, great care is needed so as not to compromise the enclosure shielding [2] [5] [6].

It is important to realise that although normal metal enclosures generally provide some shielding at most frequencies, they are also prone to "beaming", which can increase the field strengths emitted in some directions, at some frequencies, giving emissions measurements along the beam which are higher than when no enclosure was used at all. Consequently the enclosures to be used should be those which have been properly tested for their shielding performance by a test lab whose methods you have confidence in.

So, providing all the components have been EMC tested when set-up in the way they are supposed to be installed and used, and providing they are then installed and used in the way they were set-up for EMC testing, we can have confidence in the immunity of the final product, and can also have confidence in the emissions that have been ‘added up’ using the RSS method.

RSS mathematics

The RSS-ed emissions for a frequency band is very simply “the sum of the root of the squares” of the worst-case emissions (the “blocks” in Figures 2, 4 and 6) for all the components: VTOTAL = (V12 +V22 ... + VN2).

The RSS formula only works on linear quantities – that is, on µV rather than dBµV (or on µV/m rather than dBµV/m for radiated emissions). Since most EMC measurements are reported using dBµV (or dBµV/m) they have to be converted into linear quantities (µV or µV/m) before RSS-ing – then the totals converted back into dBµV for comparison with the emissions limits.

The attenuation from filtering and enclosure shielding should simply be added in dB, for each frequency band, and not RSS-ed.

Where emissions are correlated (i.e. phase-locked to a master clock) it is an easy matter to arrange for the spreadsheet to include rows with a simple linear addition formula instead of the RSS formula. As before, this requires conversion from dBµV to µV, adding all the contributions, then converting back to dBµV. The difficulty lies in interpreting the emissions graphs to determine which of the emissions are correlated and which aren’t. This is usually done based on the known master clock frequencies and their harmonics.

It is also an easy matter to include rows dealing with immunity results in this spreadsheet. The immunity test data provided by test labs and suppliers usually has no frequency information in it, it is usually given simply as a pass or fail to a particular electromagnetic stress level, so only a single row is usually needed for the immunity of all the components. If any component’s entry is lower than the limit required, a more immune component (preferred) or filtering and/or shielding are required. 

An example of a very basic (unprotected) Excel spreadsheet is available by email from me and from John Whaley [7]. John was the General Manager, International Electrical Approvals of SGS (UK) Ltd) when he worked with me on developing the RSS method and spreadsheet. It is worth mentioning here that neither John nor I invented the RSS method – it had already been used by other Competent Bodies and described in at least one document before we decided to make it more widely known.
Presumption of conformity and CE marking

If you are enough of an EMC expert you could possibly use the RSS method to self-declare your products to EMC standards under the EMC Directive. Some initial work has been done on using the RSS method to predict EMC test results, but it is not (yet) a proven or accepted method for this purpose. Representations were made to the European Commission’s DGIII to fund a proper study into the method, but although initial responses were quite favourable it was around the time that nearly all the EC Commissioners resigned over fraud allegations and DGIII was disbanded, to be replaced sometime later by different personnel under DG Enterprise. Re-representations have not yet been made.

Most EMC Competent Bodies would recommend that in general the RSS method should be used as part of a “Technical Argument” when following the Technical Construction File (TCF) route to compliance. Testing a typical product to show that the RSS method actually did achieve reasonable levels of EMC compliance might be a requirement for a successful TCF, but would probably only be required for one product per year.

Remember that there need be no concerns about actually passing a test to a standard when the TCF route is followed. The likely differences between the RSS-predicted results and the actual EMC measurements are not important, as long as the EMC Competent Body involved is satisfied that the Protection Requirements of the EMC Directive will be met. Applying the RSS method as described above is likely to err on the side of caution in most situations, in any case.

One TCF for all future products

A properly-constituted and quality-controlled RSS-based compliance procedure could even be the basis for a TCF that covers all future products yet to be designed, even if it is not known what these products will be.

This is sometimes called a “Procedural TCF” and is described in [8] and section 2.3.4 on page 37 of [2]. Procedural TCFs are ideal for custom engineering companies, system integrators and the like. The inevitable cost of involving a Competent Body in the TCF becomes insignificant over time, since they do not need to be involved until the EMC procedures are changed, which could be years or even decades if they are written carefully enough in the first place

Procedural TCFs can even be a very cost-effective compliance method where self-declaration to standards is possible (e.g. for manufacturers of custom rack-mount products comprising a variety of standard rack units or modules).

RSS and a possible future

It seems possible for product designers to achieve due diligence in EMC compliance by merely running CD-ROMs from their favorite suppliers, choosing the models of the components and their quantities they wish to use, selecting the emissions and immunity limits appropriate to his intended user environment, and pressing the calculate button to see whether the total emissions are OK. (The spreadsheet could also check that immunity of each component is adequate, as discussed earlier.)

If emissions are too high, designers can substitute noisy components with quieter ones, or run the CD-ROMs from their favorite filter and shielded enclosure manufacturers, choosing the models that the RSS spreadsheet predicts will give an adequate safety margin.

Of course, suppliers’ websites could be the sources of the component EMC data, instead of CD-ROMs.

The printout from the spreadsheet could be a top-level parts list for the final product, and when combined with the overall emissions graphs and immunity check could be all that is required for showing EMC due diligence, saved in the project file along with the technical files for the Low Voltage or Machinery Safety directives.

Some suppliers already make their EMC test data available as graphs, which can be used to manually extract the data needed for an RSS spreadsheet. There is no reason why they should not make the emissions data available as Excel files on CD-ROM catalogues or downloadable from their websites, so that they can be imported directly into an RSS spreadsheet. At the moment there is no industry consensus on the frequency bands to be used, so I suggest using the bands from the above example (see Figures 1-6).

The benefits to manufacturers are potentially so great, that it would seem that it only needs one major supplier of components to adopt this approach for every other supplier in the same industry to be forced to follow suit to maintain their market share. Suppliers who provide good quality fully EMC compliant products and their full data should be able to win market share from competitors who do not. Once full test data is freely available designers will soon be able to differentiate between components that have been correctly designed both for EMC compliance and to help their users – and those for which the CE mark has been applied with insufficient diligence.

EMC skills are required

To use methods such as RSS, designers and purchasers must ensure that the components they purchase for their product really are EMC compliant and are sure to have the EMC performance claimed for them. Refer to the list of things that can go wrong in the early part of this article.

Next, this method relies upon the components having been EMC tested when set-up as they are going to be used in the product – and also on the final product being designed, assembled, and installed so as to use the components in the way that they were EMC tested. 

Due diligence will not be achieved if this degree of control is not maintained, therefore good EMC practices in design and documentation, assembly and installation will be necessary. I have found that assembly personnel enjoy the resulting improvement in assembly documentation – no longer do they have to try to second-guess the designer’s intentions, for example, in the exact method to be used when grounding a cable shield.

These issues are not trivial – in many ways the whole RSS method will stand or fall by how well assembly, installation, and service staff behave as far as EMC is concerned. They will generally require EMC training and careful control – not to make them EMC experts, but to make sure that they always follow the design drawings and suppliers’ instructions, plus use the good EMC practices described by their company's internal QC system.

Why hasn't this method been available for years?

When the EMC directive first came into force, component suppliers learned that it was not written with low-volume and custom-engineered products in mind, and did not apply at all to goods sold only to OEMs. To be helpful to their customers they could have instituted a spreadsheet scheme based on the RSS method. But instead, most of them decided to do as little EMC work as they felt they could get away with, thereby adding higher than necessary EMC compliance cost burdens onto their customers.

As a rough rule of thumb, solving an EMC problem that would have added $1 to the materials cost of a PCB will cost $100-1,000 at the level of the final product, and $10,000+ if it has to be fixed in the field. I have known simple EMC problems that cost $500,000 to fix in the field, due to penalty clauses in the contract.

So it clearly makes excellent economic sense for component suppliers to pay for full EMC testing at an accredited lab (say $4,000 per type of component), then spread the costs over the many thousands of each type they make. If they sold 10,000 of each type, say, they would only need to increase their unit prices by 40 cents each. But instead we have the alternative and more costly situation, that manufacturers of low-volume and custom-engineered products need to pay at least $4,000 to EMC test each and every one-off product they make, even if the product costs less than that to make. Large systems and installations could cost a lot more than this to test properly, due to the tests having to be carried out in the field and often repeated at a number of different locations. 

In defense of component suppliers, it seems that many companies' purchasing departments and design departments have been brainwashed with the idea that the lowest possible materials cost will automatically result in the lowest cost of manufacture and thus the highest gross margin and greatest profit. Whilst lowest material cost is a good thing, it should not be pursued at the expense of EMC problems, which are often very costly indeed to fix during development and can be hugely expensive to fix on a customer’s site (even where the contract does not include penalty charges), especially where a customer is suffering from unreliable operation and lost production through EMC problems. 

So maybe the component suppliers are not wholly to blame. They may have simply been responding to the perception that their customers were not willing to pay an extra 30 cents each for good EMC performance and data, to help prevent their products from having expensive EMC problems with components such as computers, PLCs, power supplies, motor drives, touch-screen displays, instrumentation modules, uninterruptible power supplies, keyboards, and the like.

Conclusion

The RSS method, plus the other EMC procedures required to make it work properly, has the potential to make EMC Directive compliance an easy matter for most one-off and low-volume custom engineering manufacturers and system integrators.

It will generally be best to employ this method as part of a TCF route to compliance. Check that your EMC Competent Body is comfortable with the RSS method and how you intend to use it, before starting on the design. A ‘Procedural’ TCF could be used to avoid the need to involve a Competent Body on the EMC of each new design.

It is worth mentioning, in passing, that when components are selected, assembled and installed in a product in accordance with an RSS scheme such as described in this article, fewer costly problems and delays due to interference are likely. Commissioning stages will generally be speedier, reliability in the field is generally improved, warranty costs reduced, and market perception enhanced. So it is not merely about EMC Directive compliance.

These commercial gains could make it so that, even where EMC compliance is not mandatory, the adoption of a proper RSS EMC scheme could be self-financing, saving costs overall despite the additional component costs, design effort, and good EMC practices in assembly and installation.
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